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1. GENERAL PROVISIONS

1.1.  This Policy (hereinafter referred to as the
Policy) specifies the organization of receiving,
registration, handling and keeping the documents
containing data related to personal information of
Komatsu CIS, LLC employees and other third
parties.

1.2.  This Policy applies to all Employees of
Komatsu CIS, LLC (both National and Expatriate
staff), Branches of Komatsu CIS, LLC (hereinafter
referred to as the Company, Employer)

1.3.  The purpose of this Policy is to establish
the procedure for processing personal data that
meets the requirements of the applicable law of the
Russian Federation; ensure protection of personal
data of employees of the Company from
unauthorized access and disclosure.

1.4.  This Policy grounds on: Constitution of
Russian Federation, article 14 of Labor Code of the
RF, Federal law N0.152-®3 “On Personal Data” of
27.07.2006, and other related acting normative and
legal documents of the Russian Federation.

1.5. Personal data is always considered as
confidential and strictly secured information.

1.6.  This Policy and amendments to it shall be
approved by the General Director. All KCIS
Employees should be familiarized with this Policy
and amendments to it by signing a special
facilitation form.

2. TERMS, DEFINITIONS, AND
ABBREVIATIONS

21. The following terms  with  the

corresponding definitions are used in this Policy:

— personal data shall mean any information
relating to a directly or indirectly determined
individual, the subject of personal data;

— operator shall mean the Company organizing
and/or performing processing of personal data,
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1. OBUIUE NMOJIOKEHUSA

1.1. Hacrosmee ITonoxxeHue (mamee —
«Ilonoxenne») ycraHaBIMBaeT MOPAIOK cOopa,
ydeta, OOpabOTKM, HAKOIUICHHS W XPaHCHHS
JIOKYMEHTOB, COJICPKAINX CBEJIEHHS, OTHECECHHBIE
K TepPCOHANBHBIM JaHHBIM pabotHHKOB OO0
«Kowmarry CHI» 1 HHBIX TPEThUX JIUII.

1.2.

BCEX

JanHOe TONMOXKEHNE pPacIpOoCTpaHsIeTCs Ha

cotpyaaukoB OO0 «Komany CHIW,
OunmmanoB u IlpencraBurensctBa OO0 «Komairy
CHI» (manee Kommanwus, PaboTomaren)

1.3. Iens
YCTAaHOBUTH TMOPSJIOK OOpPaOOTKH TMEPCOHATBHBIX

HaCTOAIICTO Ilonoxenus -

JAHHBIX, COOTBETCTBYIOIININ TpeOOBaHUIIM

PO;

3aIUTy TEPCOHANBHBIX  JTAHHBIX
Komnanuu oT

JIEHCTBYIOIETO 3aKOHOJaTEILCTBA
obecIeunTh
pabOTHUKOB
HECaHKITMOHUPOBAHHOTO JIOCTYIIA U Pa3riIanicHus.
1.4. OcHoBanneM misi pa3paOOTKU HACTOSIIETO
[Honoxenus spnsores: Konctutyuus PO, rnasa
14 Tpynooro koaekca PD, deaepanbHblil 3aKOH
or 27.07.2006 NI152-®3
JaHHBIX", Opyrue JOeHCTBYIOLIME HOPMAaTHUBHO-

[IpaBOBbIE aKThl PO

"O mepcoHaIbHBIX

1.5. [TIlepconanpHBIC MaHHBIE BCETIA SBIISIOTCS

KOH(MICHIIHATHHOMH, CTPOro oxXpaHsieMoit
nHpopMaImen

1.6. Hacrosee IlonoxxkeHue M U3MEHEHHS K
HEeMYy YTBEPXXHaloTCs | eHepalbHBIM AUPEKTOPOM.
Bcee pa6orauku OOO «Komamy CHI» momxHBI
OBITh O3HAKOMJICHBI TOJI PACIHUCKY C JIAHHBIM

IlonoxxenrneM 1 U3MEHEHUSIMU K HEMY

2. TEPMHUHBI, ONNPEJAEJEHUSA U
COKPALIEHUMA

2.1
CIIEIyIOLINE TEPMUHBI C COOTBETCTBYIOIIMMH UM

B HACTOAIIEM I10JIOKCHUU HCIIOJIb3YIOTCA

OIIpCACIICHUSAMU

— IepcoHaJbHbIE JNaHHbIe - mobas
uHpOpPMALHsl, OTHOCAIIAACA K MPSIMO HIIH
KOCBEHHO OIIPEICJICHHOMY,

omnpenenseMoMy  (GU3NUECKOMY

WA

amny -
CcyOBEeKTy MepCOHATBHBIX JaHHBIX;

— omeparop — Kommnanus, opranusyromas u/
WIH

OCYIIIECTBIISIOIIAS 00paboTKy



as well as determining the purposes of
personal data processing, the composition of
personal data to be processed, actions
(operations) performed with personal data;

personal data processing shall mean any
action (operation) or set of actions (operations)
performed using automation tools or without
using such tools with personal data, including
collection, recording, systematization,
accumulation, storage, clarification (updating,
changing), extraction, use, transfer
(distribution, provision, access), blocking,
deletion, destruction of personal data, as well
as mixed processing with transmission on the
internal network of the Company and on the
Internet;

non-automated personal data processing
shall mean use, clarification, dissemination,
destruction of personal data in relation to each
of the subjects of personal data, performed
with direct participation of a person;

automated personal data processing shall
mean personal data processing by means of
computer equipment;

personal data dissemination shall mean
actions aimed at disclosing personal data to an
indefinite number of persons;

personal data provision shall mean actions
aimed at disclosing personal data to a definite
person or a definite number of persons;

personal data blocking shall mean temporary
termination of personal data processing
(unless processing is required to clarify
personal data);

personal data destruction shall mean the
actions as a result of which it becomes
impossible to restore the content of personal
data in the personal data information system
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MEPCOHAIBHBIX JAHHBIX, a TaKKe
OTIpeIeTITIoIAs e 00paboTKH
MEPCOHAITBHBIX JAHHBIX, COCTaB
MEPCOHAIIBHBIX JAHHBIX, MO UTEKAIIHNX
o0paboTke, JEUCTBUA (omepanun),

COBEpIIIaeMEBIC C IIEPCOHABHBIMH JTAHHBIMHU;
00padoTKa MepCcoOHANBHBIX AAHHBIX - I000€E
nedictBue (omeparus) WM COBOKYITHOCTB
neicTBuii  (omeparnuii), COBEpIIAEMBIX C
UCIIONB30BAHUEM CPEACTB aBTOMATHU3AINU
wi 0e3 WCIONB30BaHUS TaKUX CPEICTB C
MEPCOHAIHBIMU JIAHHBIMHU, BKJIOUYas cOop,
3aMuch, CHCTEMATH3AIIHIO,

YTOUYHCHUC

HaKOIUICHHE,
XpaHEHHue, (oOHOBNEHHE,
W3MEHEHHUE), HU3BJICYCHUE, MCIIOIb30BAHUE,
nepenavqy (pactipocTpaHeHue,
MPEIOCTaBICHUE, JOCTYI), OJOKHpPOBAaHUE,
ylaleHne, YHUYTOKEHHE  IePCOHATBHBIX
JIAHHBIX, a TaKKE CMElIaHHas o0paboTkKa ¢
nepenavei Mo BHyTpeHHel cet Kommnanuu u
o cetu MHTEpHET.
HEABTOMATH3UPOBAHHAS o0padoTka
MEePCOHATBHBIX JAHHBIX - KCIOJb30BAHUE,
YTOYHEHHE, PacIpoCTpaHeHHEe, YHUITO)KEHHE
MEPCOHANBHBIX  JAaHHBIX B OTHOIICHUU
Kaxxaoro u3 CY6’I)€KTOB NIEPCOHAJIBHBIX
JAHHBIX, OCYIIIECTBIISIEMbIE npu
HEIMOCPEJICTBEHHOM yYaCTHH YEJIOBEKa,
aBTOMATH3HPOBAaHHAHA o0padoTka
NMEePCOHATBHBIX JIAHHBIX - 00paboTKa
MEPCOHANBHBIX JaHHBIX C MOMOMIBIO CPENICTB
BBEIYUCIIUTEILHON TCXHHUKH,
pacmpocTpaHeHHe MEPCOHAJBHBIX JTAHHBIX
- JEWUCTBUS, HAINPABICHHBIE HA PACKPHITHE
MEPCOHANBHBIX JaHHBIX HEOIpPEeIeIIEHHOMY
KpYyTy JIULI;

NMpeaocTaB/IeHNEe MEPCOHATBHBIX JTaHHBIX -
JICHCTBUS, HAMpaBJICHHbIC HAa PaCKPBITUC
MEPCOHABHBIX TAHHBIX OIPEIEICHHOMY JIAILY
WIH OTpeeIICHHOMY KPYTY JIHII,
0/10KMpOBaHHE MEPCOHAJBHBIX JAHHBIX -
BPEMEHHOE MpeKpamicHue 00paboTku
IMEPCOHAIBHBIX JaHHBIX (3a HNCKIIOYCHHEM
ciy4aeB, eciiu 00paboTka HeoOXommma s
YTOYHEHMSI IEPCOHATIBHBIX TaHHBIX);
YHHYTOKEHUE TMEePCOHANBHBIX [TAHHBIX -
I[eﬁCTBPIfI, B pE3YyJIbTaTC KOTOPBIX CTAHOBUTCSA
HEBO3MOXXHBIM BOCCTAaHOBHUTH COJIep KaHUE
NEPCOHANBHBIX JaHHBIX B WHQOPMAIMOHHOM



and/or as a result of which material tokens
with personal data are destroyed:;

personal data information system shall
mean the totality of personal data contained in
the databases and information technologies
and technical means ensuring processing of
personal data;

cross-border transfer of personal data shall
mean transfer of personal data to the territory
of a foreign state to an authority of a foreign
state, to a foreign individual or to a foreign
legal entity;

employee shall mean an individual that has
entered labor relations with the Company;
candidate shall mean an applicant for
performing a labor function in the Company
having the necessary education level,
professional knowledge and skills, work
experience and possessing professionally
important personal qualities;

1C: Document Circulation shall mean the
computer program used by the Company to
automate the workflow (hereinafter referred to
as 1C: DC);

1C: Production Enterprise Management
shall mean the computer program used by the
Company to automate the accounting,
warehouse, tax, management, personnel
accounting (hereinafter referred to as 1C:
PEM);

Docliner shall mean the Takscom’s operator
system for submitting reports via the Internet
to the Federal Tax Service of Russia, the PFR,
the FSS, the Rosstat, the Rosprirodnadzor and
the Central Bank of the Russian Federation
(hereinafter referred to as the Takscom-
Docliner), the computer program used by the
Company for electronic document
management between the Company and
government agencies via telecommunication
channels.

3. PERSONAL DATA PROCESSING
PRINCIPLES

KOMATSU

CUCTEME IEePCOHANBHBIX JaHHBIX W/ WA B
pe3ynbTaTe KOTOPBIX YHAUYTOXKAIOTCSI
MaTepUalbHBIE  HOCHTEIM  IEPCOHAIBHBIX
JTAHHBIX;

WH(POPMANMOHHASA CHCTEMA MEPCOHATBHBIX
JaHHBIX - COBOKYITHOCTH COJCPKAIUXCS B
0a3ax JJaHHBIX MEPCOHANBHBIX JAHHBIX U
00paboTKy
TEXHOJIOTUH u

00ecIeunBarOINUX ux
WH(OPMAITMOHHBIX
TCXHUYCCKUX CPEACTB,
TpPaHCTPaHUYHAA Mepeaadya MepCcoOHATbHBIX
JAaHHBIX - Tepenadya MepPCOHAIbHBIX TaHHBIX
Ha TEPPHUTOPHI0O WHOCTPAHHOTO TOCYAapCcTBa
OpraHy BJIaCTH HMHOCTPAaHHOTO TOCYAapcCTBa,
WHOCTPAaHHOMY  (HU3MYECKOMY JIUIly WU
WHOCTPAHHOMY IOPHINYECKOMY JTUITY;
PadoTHHK - GU3UIECKOE JTUI0, BCTYIUBITIEE B
TPyAOBEIe OTHOIIeHHs ¢ Kommanueii;
KaHAWAAT - TIPETCHJEHT Ha BHINOJHEHUE B
Komnanuu TpynoBodl (QyHKIHMH, WMEHOIIUI
HEe0OXOMBIE TUIS 3TOr0 YPOBCHB
oOpa3oBanwusi, TPOGECCHOHANBHBIE 3HAHUA U
HABBIKH, OIBIT pa0OTBl U  OO0JAJArOIINI
po(heCCHOHANPHO BaXKHBIMU JIMYHOCTHBIMHU
KauyeCTBaMU;

1C: [doxkymeHTO000pPOT — KOMIIBIOTEpHAS
nporpamma, ucrosib3dyemass B Kommanuu st
aBTOMATH3AllMK JTOKYMEHTO00OOpoTa (manee
1C: 10);

1C: VYopasiieHHe  NPOM3BOACTBEHHBIM
npeanpusaTHEM - KOMIIBIOTEPHAS IPOrpaMmMa,
WCTIONTb3yeMast B Kommannn JUTST
ABTOMATHU3ALUU OYXTaJITepPCKOr0, CKIIAJICKOTO,
HAJIOTOBOTO,  YIPABJICHYECKOTO, KaJpOBOTO
yuera (nanee 1C: YIIII);

— HokJaiiHep - cucTtema omeparopa TakCKoM

IUIsl CAaud OTYETHOCTU uepe3 UHTepHET B
®HC Poccun, IIOP, OCC, Poccrar,
Pocnpupognamzop u LIb PO (manee Takckom-

JloknaiiHep) - KOMIBIOTEpHas NporpaMma,
UCTIONb3yeMast B Kommnanun IS
OCYILECTBIICHUS 3JIEKTPOHHOTO

JMIOKyMeHTooOOpoTa Mexnay Kommanweid wu
rocyJJapCTBEHHBIMU opraHaMu yepes
TCIICKOMMYHUKAIIUOHHBIC KaHAaJIbl CBA3H.

3. MPUHLOMUIIBI OBPABOTKHA
HHEPCOHAJIBHBIX JAHHBIX



3.1 Processing of personal data in the

Company is performed on a legal and fair basis.

3.2 Personal data processing shall be limited to
achievement of specific, predetermined and
legitimate goals. Personal data processing that is
incompatible with the purposes of collecting
personal data shall not be performed.

3.3 It shall not be allowed to combine
databases containing personal data, processing of
which is performed for the purposes incompatible
with each other.

3.4 Only personal data that meets the purposes
of its processing shall be subject to processing.

35 The content and scope of the personal data
to be processed shall be consistent with the stated
processing goals.

3.6 When processing personal data, the
accuracy of personal data, its sufficiency, and, if
necessary, relevance in relation to the purposes of
processing personal data shall be ensured. The
Company shall take the measures required to delete
or clarify incomplete or inaccurate data.

3.7 Personal data storage shall be performed in
the form that allows determining the subject of
personal data, no longer than it is required by the
purpose of personal data processing.

3.8 Upon achievement of processing goals or
in case of loss of the need to achieve such goals,
personal data shall be destroyed.

4. CATEGORIES OF SUBJECTS,
PERSONAL DATA OF WHICH
SHALL BE PROCESSED IN THE
COMPANY

4.1 The Company shall process personal data
of the following categories of subjects in the course
of performance of its economic activities:

— Company employees, including former ones;

— Relatives of the Company employees;

— Candidates for vacant positions in
Company;

the

KOMATSU

3.1 MEPCOHANBHBIX JITAaHHBIX B
Kommanuu ocymiectBisietcss  Ha
CIIpaBeUIMBOA OCHOBE.
3.2 OO6paboTka

OTpaHNYNBACTCA

O06paboTka
3aKOHHOH U
NIEPCOHAJIBHBIX JaHHBIX
JOCTH)KEHUEM  KOHKPETHBIX,
3apaHee OIpEeNENeHHbIX W 3aKOHHBIX 1eneil. He
OCYILECTBISETCS

00paboTka  TEPCOHAIBHBIX

JNAaHHBIX, HECOBMeCTHMas ¢ IemsiMu  cbopa
[IEPCOHAIBHBIX JaHHBIX.
3.3 He nmomyckaercs

JTaHHBIX,

o0bequHeHue  0Oa3
COJIEpIKAINX TIEPCOHABHBIE aHHEIE,
00paboTKa KOTOPBIX OCYIIECTBISIETCS B IETSX,
HECOBMECTHUMBIX MEXKIy COOOM.

3.4

NEPCOHATIBHBIC TaHHBIC, KOTOPBIC OTBCYAIOT LC/IAM

O06paboTke HOJJIEKAT TOJIBKO
X 00paboTKH.

3.5
MEePCOHAIBHBIX JAHHBIX
3asIBIICHHBIM IIeJIIM 00paOOTKH.
3.6 IIpu 00paboTke IEePCOHANIBHBIX MaHHBIX

00ecIeunBarTCs TOYHOCTD NEpCOHATIBHBIX

Conepxanne U 00beM 00pabaThIBAEMBIX
COOTBETCTBYIOT

JNAHHBIX, WX JOCTaTOYHOCTh, B HEOOXOIMMBIX
clly4asix - aKTyaJIbHOCTh IO OTHOLICHMIO K LEJIAM
00pabOTKM MEepPCOHANBHBIX JaHHBIX. KoMmaHus
MPUHAMAET HEOOXOMUMBIE MEphl 1O YIAICHHUIO

WM YTOUYHCHUIO HCIOJHBLIX, HWJIX HCTOYHBIX

JAHHBIX.
3.7 XpaneHue MEPCOHATBHBIX JaHHBIX
ocymecTBisiercs B (opMme,  MO3BOISIONIEH

OTIPEJICUTh CyOhEKTa MEPCOHAIBHBIX NaHHBIX, HE
JIOJIBIIIe, YEM JTOro TPeOyroT Ieiu 00paboTKU
MEPCOHANBHBIX TAHHBIX.

3.8

ClIydyac€ YyTpaTbl HCO6X0,I[I/IMOCTI/I B JOOCTHXXCHUU

[To nocTwkeHWHW 1enei oOpaObOTKH WM B

RN
MEePCOHANIbHBIX JaHHBIX.

O9THUX OCYIIECTBIIACTCA YHUUTOXKCHUC

4. KATEI'OPUU CYBBEKTOB,
HEPCOHAJIBHBIE IAHHBIE
KOTOPBIX OBPABATBIBAIOTCS B

KOMIIAHUU
4.1 B mpomecce  ocymiecTBiIeHUsS — CBOEH
XO3IHCTBEHHON NEeATEIILHOCTH Komnanus
o0OpabaTsiBacT MePCOHAIILHBIC JTAaHHBIS

CJCIYIOIINX KaTerOPHil CyObEKTOB:
— Pab6oruuku Kommnanuu, B ToM 4Kclie OBIBIIHUE;
— PonctBenHuku padotHukoB Komnanuu;
— KangugaTel Ha BakaHTHBIE IOJDKHOCTH B

Kommanum;



411

Customers and counterparties of the Company,
as well as their representatives, both legal
entities and individuals;

Individuals that enter the Company’s territory.

Purposes of processing of personal data

of the Company employees, including former
ones:

compliance with labor laws and occupational
safety requirements (conclusion of the
employment contract, maintaining personal
cards, conducting medical examinations,
issuing orders, etc.), opening of bank accounts,
issuing bank cards, transfer of wages;

compliance with tax laws, payroll accrual,
personal income tax deductions and social
guarantees provided by the Company;

protecting life and health, ensuring personal
safety of employees, ensuring safety of

property;
qualification improvement, training and
promotion;
compliance with requirements of local
normative documents applicable in the
Company;

control of the quantity and quality of the work
performed,;

displaying of information in personnel,
accounting, settlement, statistical documents;

arrangement of travel and accommodation at
business trips locations;

reporting with personal data of the Company
Employees in  accordance with  the
requirements of the law of the Russian
Federation.

4.1.2 The following information is attributed
to personal data of the Company Employees,
including former ones:

last name, first name, patronymic (including
previous last names, first names and
patronymics, if changed);

KOMATSU

KnuenTs! n konTparentsl Kommnanuu, a Taxkxke

UxX OpeaAcTaBUTEIM —  HOPUAWYECKHUE U

(buszrueckue JmIa;

®usnyeckne  JWIA,  NMPOXONAIIME  HA
Teppuroputo Komnanuu.
411 Hean 00padoTkH NepPCOHATBHBIX

JAHHBIX PadoTHukoB KOMHaHI/II/I, B TOM 4YucCJjI¢e

ObLIBIIINX .

4.1.2 Hudopmauus,
MePCOHATbHBIM

coOroieHre TPYJOBOTO 3aKOHOAATEIhCTBA U
TpeOOBaHMI OXpaHbl Tpylna (3aKIOYeHHE
TPYAOBOTO  JIOTOBOpA,

MMPpOBCACHUC

BCICHNC JINYHBIX

KapTouYeK, MEIUIHHCKUX
OCMOTPOB, H3[aHWE IIPUKAa30B H Ipoyee),
OTKpPBITHE O0aHKOBCKOTO cdYeTa, OhOpMIICHHE
0aHKOBCKOM KapThI, MICPEUHCIICHUS
3apabOTHOM TIJIATHI;

COOJIIOJICHHE HAJIOrOBOTO 3aKOHOIATEIbCTBA,
HavHCIICHHE

3apaboTHOMI JIaTHI,

npenocrtaeieHre BbiyeToB no HIADII wu

MpeycCMOTpeHHBIX B KoMIanuu coruaibHbIX

rapaHTHii;
3alUTa HUHTEPECOB JKU3HM M 3JI0POBbB,
obecrieyeHue JIMYHOU Oe3omacHoCTH
paboTHHKOB, oOecriedeHHe  COXPaHHOCTH
UMYILIECTBA,;

ITOBBIIIICHUEC KBaJII/I(i)I/IKaHI/II/I, 06yquHe n

MIPOABUIKCHUC 10 CJ'IY)I(6C;

cobmoteHne TpeOoBaHMIA JTOKAJTBHBIX
HOPMATHBHBIX  aKTOB, JEHCTBYIONIMX B
Komnanuw;

KOHTPOITh KOJIMYECTBA u KadecTBa
BBITIOJTHSEMO PaboTHI;

oTpakeHHe WH(pOpMamuu B  KaJIPOBHIX,

6yxraHTepCKI/IX, PaCyYCTHBIX, CTATUCTHUYCCKUX
AOKYMCHTAX,
opraHusanus npoe3aa U ImpoXnuBaHUA K MECTY

KOMaH/IUPOBAHMS;

IIPEIOCTABICHHE OTYETHOCTH c
NEPCOHANBHBIMU  JAaHHBIMH  PaOOTHUKOB
Komnanun COTJIaCHO TpeOoBaHHSIM

3aKoHonaTenbcTBa Poccuiickoil denepanuu.

OTHOCSIIASCH K
JTAHHBIM PadoTHHuKOB

KOM]’[a]—[l/lH, B TOM YHcCJI€e ObIBIINX:

— dammmus, ums,

OT4EeCTBO (B TOM 4YHCIIE
npeapayne GpamMmmu, UMEHa U OTY4eCTBa B
clIydae UX U3MEHEHU);



passport details;

actual residence address;

work, home and mobile telephone numbers or
information about other communication
methods;

color digital photographic image of a person
obtained upon employment;

education details;

videos from cameras located in the territory of
the Company;

information on composition of the family,
details of marriage registration certificates, on
birth of children;

information on military registration, details of
military registration documents;

make, model, registration number of the
vehicle;

information on labor activity,
experience, previous employment,
from previous places of employment;

working
income

details of the certificate of compulsory pension
insurance, tax identification number;

details of the bank (personal) account;
information about the position, admission,
transfers, dismissal and other events related to
labor activity in the Company; information on
the income in the Company, social benefits,
tax and social deductions;

results of mandatory preliminary (upon

employment) and periodic medical
examinations, other mandatory medical
examinations, information contained in

disability certificates;

information on annual basic paid holidays;
annual additional paid leaves; leaves without
pay; maternity leaves; parental leaves and
other holidays stipulated by labor laws and
local regulatory documents of the Company;

weight, height, size of clothes, shoes, head

8
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NaCIIOPTHEIC JaHHBIE;
azpec GakTHYECKOro MPOKUBAHNS;

HOMepa pabounX, JOMAlIHUX W MOOWJIBHBIX
Tene)OHOB MM CBEICHHS O IPYTHX criocobax
CBSI3H;
IIBETHOE nudposoe ¢dororpapuueckoe
n300pakeHue JIHIA, TIOIyYeHHOE TIPU TIpUeMe
Ha padory,

cBeeHus 00 00pa30BaHUY;
BU/ICON300pakeHNE c BHUJICOKaMep,
pacmoNoKeHHBIX Ha TeppuTopun KoMmnanuu;
CBEICHUS O COCTaBE CEMbH, PEKBHU3HUTEHI
CBHJICTCILCTB O pETUCTpanmuu Opaka, o
pOXXAEeHUH peOeHKa;

CBEJICHUS O BOHMHCKOM Yy4YeTe, PEKBH3HUTHI
JIOKYMEHTOB BOMHCKOTO y4eTa;

MapKa, MOJejb, PErHCTPalOHHBIN HOMeEp

TPAHCIIOPTHOTO CPEACTBA,

CBEJICHUSA 0 TPYAOBOM JEATEIIBHOCTH,
TPYZIOBOM  CTaxe, NPEABIIYNUX MecTax
paboThl, J0X0JaX C MPEABIAYIIUX MECT
paboTHI;

PEKBH3UTHI  CBHJICTEJILCTBA  00SI3aTEIHLHOTO
MIEHCUOHHOTO CTpaxoBaHUsl,
UACHTU()UKAIIMOHHBIT HOMED
HAJIOTOTIIATEIBIINKA;

CBeJICHHsI 0 OAHKOBCKOM (JIMIIEBOM) CUETE;

uHpOpMaIMsT O  JOIDKHOCTH,  IIpHEME,
NEepeBOJie, YBOJIBHEHHH M WHBIX COOBITHSIX,
OTHOCSIIIUXCST K TPYMOBOH HEATEIBHOCTH B
Kommanuu; cBemeHuss o  jgoxogax B
KomMmnannm, conmanbHBIX JIBroTax, HaJIOTOBBIX
Y COLMAJIbHBIX HAYUCIICHUSX;

pEe3yJIbTaThl 00S3aTEIBHBIX IPEIBAPUTEIBHBIX
(mpu  moctymieHun ~ Ha  paboty) M
NEPUOJTMUECKIX  MEIMITUHCKHX
JIpYTUX
OCMOTPOB,

OCMOTpOB,
00s13aTEeTILHBIX MEAULIUHCKUX
CBEIEHUs, COAepKaliuecs B
JMCTKaX HETPYAOCIOCOOHOCTH;

CBEJICHUS 0

CXKCTOIHBIX OCHOBHBIX

OIlTa4YrnBaCMbIX OTITYCKax; CIKCTOJHBIX

JONOJJHUTCIIBHBIX OIIAYMBACMbBIX OTITYCKax;
ormmyckax 0e3 coxpaHeHus 3apaboTHOI
TUIATHI; OTITYCKaX M0 OEPEMEHHOCTH U POJaM;
OTITyCKax MO YXOJy 3a PEeOCHKOM W HHBIX
OTIIyCKaX, MPEIyCMOTPEHHBIX  TPYIOBBIM
3aKOHOJIATEIbCTBOM u JIOKQJIbHBIMH
HOPMATUBHBIMY akTamu KoMmaHuu;

BEC, pOCT, OJICKIBI,

pasmep 00yBH,



circumference;
- CV.

4.1.3 Methods of processing of personal data
of the Company Employees, including former
ones:
— on paper tokens;
— automated: 1C: PEM, 1C:
Circulation, Taskcom-Docliner.

Document

4.1.4 Terms of processing of personal data of
the Company Employees, including former
ones:

— On paper tokens: within the effective term of
the employment contract, hereafter — in
accordance with the requirements of the law
of the Russian Federation (Tax Code of the
RF, Federal Law “On Accounting”, Federal
Law “On Individual (Personified) Registration
in the System of Compulsory Pension
Insurance”, Federal Law “On Archival
Activities in the Russian Federation™)

— 1C: PEM, 1C: Document Circulation: for the
effective term of the employment contract,
hereafter — for five (5) years after the date of
finishing of the accounting calendar year;

— Taskcom-Docliner:  Electronic  statements:
before the end of the first quarter of the year
following the year of termination of the
employment contract with the employee (due
to the need to submit annual statements).

415 Legal basis for the processing of
personal data of the Company Employees,
including former ones:
— law of the RF;
— consent of the personal data subject to
processing of their personal data,
— local regulatory documents of the Company.

4.1.6 Purposes of processing of personal data
of relatives of the Company Employees:

— maintaining personal cards of the Company
Employees in Form T-2;

— ensuring transfer of information about a
relative of the Company Employee in
emergency cases;

KOMATSU

OKpPY>KHOCTbH I'OJIOBBI;
— pesroMme.

4.1.3 Cnocoobl 00padoTKH NEPCOHAIBHBIX
JaHHbIX PaGoTHukoB Komnanuu, B TOM 4mcJie
OBIBIIUX:
— Ha OyMaXHBIX HOCHUTEJISIX,
— aBTOMaTHU3WPOBAHO: 1C: VIIII, 1C:
Hokymentoobopot, TakckoM-JlokmnaiiHep.

414 Cpoxu 00padoTKH  NepPCOHAIBHBIX
naHHbix PaGoTHukoB Kommanum, B TOM 4Yucje

OBIBILIMX:
— Ha Oyma)XHBIX HOCHTENSX: B TEUEHHE CPOKa
NEHCTBUS TPYMOBOTO JIOTOBOpa, Jalee —
COIJIACHO TpeOOBaHUSAM 3aKOHOJATEIbCTBA
Poccuiickoit denepamun (Hamoroserit Kogekc
PO, «O Oyxrantepckom yuéte», ®3 «O06 "O6
WHIUBUAIYaTbHOM  (TIEpCOHU(HUITUPOBAHHOM )
00513aTEIBHOTO
@3 "O6

apxuBHOM Jiene B Poccutickoit @eneparun™)

yueTe B CHUCTEMC

MEHCHOHHOTO  CTPaxoBaHHA",
— 1C: VIIII, 1 C: JoxyMeHTOOOOPOT: B TCUCHHE
CpOKa JIeMCTBHS TPYJOBOTO JOrOBOpA, Aaee -
B Teuenue 5 (IlaTm) et ¢ maTel OKOHYAHUS
OTYETHOTO KaJEHIAPHOTO Tro/Ia;
— TaxckoMm-/oxmaitaep: DneKTpOoHHAs
OTYETHOCTh. B TEUYEHHE CpOKa JEHCTBUS
TPYZOBOTO JOTOBOpa, jJajee - B TEUEHHE 5
(IlsTr) nmeT ¢ maTel OKOHYAHWS OTYETHOTO

KaJICHAapHOTO roJa, COrjaCHO TpC6OBaHI/I}IM

3aKOHOJIATENICTBA ~ CPOK  MOXET  OBITh
YBEJIHMYCH.
4.1.5 [IIpaBoBoe OCHOBaHUe 00padoTKHn

Pa6oTnuxoB Komnanuu, B ToM 4yucje ObIBIIUX:
— 3aKOHOJATEILCTBO PD,
— corjlacue CyObeKTa IepPCOHANBHBIX JIaHHBIX
Ha 00pabOTKy €Tro MepPCOHATBHBIX JTaHHBIX,
— JIOKQJIbHbIC HOpMaTHBHbBIE aKThl KoMImaHuu

416 ean 00padoTKH NMepPCOHATbHBIX
HAHHBIX POICTBEHHUKOB PaGOTHUKOB
Komnanum:

— BEICHME JIMYHBIX KapTOYeK pPabOTHHKOB

Kommanuu popmer T-2;

— o0ecrieyeHne TepeqadYd B OKCTPEHHBIX
ciaydasx wuH(pOpMaMd O PpOJCTBEHHUKE —

pabotHuke Komnanuwy;



— registration of accrual of benefits for caring
for a child under the age of 1.5 years, funeral
allowance, and other payments.

4.1.7 The following information is attributed
to personal data of relatives of the Company
Employees:

last name, first name, patronymic, date of
birth;

relationship degree;

mobile telephone numbers or information
about other communication methods;

marriage certificate or another document
certifying family relations with the Company
Employee;

certificates of non-assignment and non-receipt
of benefits.

4.2.1 Methods of processing of personal data
of relatives of the Company Employees:

— on paper tokens;

— automated: 1C: PEM.

4.2.2 Terms of processing of personal data of
relatives of the Company Employees:

— in relation to the last name, first name,
patronymic, year of birth, relationship degree,
in accordance with the terms of processing of
personal data of the Company Employees;

in relation to the mobile phone number and
information about other communication
methods: during the effective term of the
employment contract of the Company
Employee associated with the relative.

4.2.3 Legal basis for processing:

— law of the RF;

— local regulatory documents of the Company.

— consent of the personal data subject to
processing o their personal data. Obtaining
consents of relatives of the Company
Employees for processing of their personal
data is not required when filling out
guestionnaires in the volume stipulated by
unified Form T-2 used by the Company. In
other cases, obtaining consents of close
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— o(opMIICHHE HAYMCIICHHSI TOCOOHIA 10 YXOIy
3a pebenkoM gm0 1,5 mer, mocobus Ha

norpeOeHue 1 IPyTrux BhIMJIAT

4.1.7 Wudopmanus, OTHOCAIIAsICS
NMEPCOHATBHBIM  JIAHHBIM

K
POACTBEHHHKOB
padotaukoB Komnanuu:

(i)aMI/IHI/ISI UM OTYECTBO, faTa POXKIACHM,

CTETICHb POJICTBA,
— HOMep MOOHMIIEHOTO TeliedOHAa WA CBEIACHHS
0 JIPYTUX croco0ax CBs3H,

CBUJETENLCTBO O perucTpanuu Opaka, HITU

UHOU JIOKYMEHT, YAOCTOBEPSIOLINI
POINCTBEHHBIE  CBA3M c PaGoTtHukoM
KomMmnanuw,

CHpaBKI/I O HC HA3HAUYCHUU U HC HOHyT-IeHI/II/I
[IOCOOUIA.

421 Crnocodbl 00padOTKH MNEPCOHAIbHBIX
JAAHHBIX POACTBEHHUKOB PaGoTHuKOB
Komnanumn:

— Ha 6YMa)KHI>IX HOCHUTCIIAX,

— astomatusupoBaso: 1C: VIIII.

422 Cpoxku 00paGOTKM  TNEPCOHATBHBIX
AAHHBIX POACTBEHHUKOB PaGoTHuKOB
Komnanum:

— B OTHOIICHHH (1)3MI/IJ'II/II/I HUMCHHN OTYECTBA,

roma pOXACHMS, CTCHEHH pOJACTBA — B
COOTBETCTBHM CO CpOKaMH  0OpabOTKH
HIePCOHATIBHBIX JaHHBIX PaGoTHuKOB
KOMIIaHUH;

B OTHOIIIEHWH HOMEpa MOOMILHOTO TelredoHa
W CBEICHHH O JPYrHMX CIOco0ax CBs3U: B

TEUeHUWEe  Cpoka  JCUCTBUS  TPYIIOBOTO

A0TroBOpa paGOTHI/IKa KOMHaHI/II/I, YbUM

POJICTBEHHUKOM SIBJISIETCSL.
4.2.3 TIpaBoBoe OCHOBaHHe 00padoTKH
NnepCcoHATbHBIX AaHHBIX

Padornukos Komnanun:

POACTBCHHUKOB

— 3aKOHOJATEILCTBO PD,

— JIOKQJIbHbIC HOpMaTHBHbBIE aKThl KoMmanuu

— corimacue CcyObeKTa MepCOHANBHBIX JTaHHBIX
Ha 00pabOTKy €ro MepCOHAIbHBIX JIAHHBIX.
[Homygenune coriacus POJICTBEHHIKOB

pabornukoB Kommnanmm Ha 00paboTKy uX

MEPCOHANBHBIX NAHHBIX He Tpelyercs mpu

3allOJITHCHHUN AHKECT B 061>eMe,
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relatives of the employee shall be a yHUDHIIHPOBaAHHOW
prerequisite for processing of their personal
data and is executed in the form established

by the Company.

MPEAYCMOTPEHHOM
dhopmoii T-2, ncrmonp3zyemoii B Kommannm. B
WHBIX CIIy4asX MOJYYCHUE COIJIACUS OJIM3KUX
SIBJISICTCA

POACTBEHHUKOB paboTHHKA

00s13aTeIbHBIM ~ yclIOBHEM 00paboTKHm  UX
NEPCOHANBHBIX JaHHBIX W O(QOPMISIETCS TI0

ycTaHoBleHHO# B Kommanum dopme.

4.3.1 Purposes of processing of personal data 4.3.1 Ilean 00paboTKH MEePCOHATbHBIX
of candidates for vacant positions in the maHHBIX KAaHIUIAaTOB HA BaKaHTHbIE
Company: no/kHocTH Komnanum:
— assessment of business, professional skillsand ~ — omenka  genoBbX,  Hpo)eCCHOHATBHBIX
competencies; HaBBIKOB W KOMITCTCHITNH,
— consideration of the possibility of filling a  — paccMoTpeHre BO3MOXHOCTH — 3aMEIICHUS

vacant position in the Company within the

BaKaHTHOW J0mkHOCTH B Komnanuu B pamkax

scope of legal relations regulated by the Labor PaBOOTHOIICHU, YpeTyIUPOBaHHBIX
Code of the Russian Federation. TpymoBbIM KoiekcoM PD.
4.3.2 The following information is attributed 4.3.2 HWudopmanus, OTHOCSIIAsICS K
to personal data of candidates for vacant mnepcoHadbHBIM JAaHHBIM  KAHAWJIATOB HA

positions in the Company: BaKaHTHbIE A0JKHOCTH KoMmanuu:

— Surname,

name, patronymic  (including
previous  surnames, first names and
patronymic names in case of their change);
gender, age, date and place of birth;

address of registration at the place of
residence and address of actual residence;
mobile phone number or information about
other communication methods;

information about education (when and what
educational, scientific and other organizations
he graduated from, numbers of documents on
education, direction of training or specialty on
a document on education, qualifications),
information about an academic degree,
information about professional retraining and
(or) advanced training;

knowledge of foreign languages, including
level of proficiency;

attitude to military duty, information on
military registration and details of military
registration documents;

information about working experience,
seniority, previous employment, income from
previous employment;

digital photographic image of the face;

11

(bamunus, uMs, OT4eCTBO (B TOM 4YHCIE
npenpinymue GaMuiIny, UMeHa ¥ OTYECTBA B
ClIydae WX U3MEHEHU);

071, BO3PACT, JaTa U MECTO POKACHUS;

ajZipec PEerucTpalyu MO MECTY JKUTEIbCTBA H
aapec (GaKTHUECKOTO MPOKUBAHUS;

HOMEpP MOOMIBHOrO Tene(oHa WM CBEACHUS
0 IPYTHUX CIOco0ax CBS3H;

cBeneHnst 00 oOpa3oBaHMM (KOTZIa W Kakue
oOpa3oBarenbHbIlE, Hay4YHble U  HHbBIE
OpraHu3allui OKOHYMJ, HOMEpa JOKYMEHTOB
00 00pa3oBaHWM, HAIPABICHUE IOJIOTOBKH
WIA CIEIHUaJbHOCTh 10 JOKyMEHTY 00
0o0pa3oBaHMH, KBalH(UKALUA), CBEACHUS 00
y4yeHOU CTETEHH, CBeJCHUsA 0
po(heCCHOHANBHOIN MEePernoAroToBKe U (W)
MOBBIIICHUN KBAJTU(UKAIIH;

CBEJICHHSI O  BIAJICHUM  HWHOCTPAHHBIMHU
SI3BIKAMU, BKJIKOYAsl YPOBEHD BJIAJICHHUS,
OTHOLICHWE K BOMHCKOH  0OS3aHHOCTH,
CBEJICHHSI O BOMHCKOM YYe€Te€ U PEKBH3HUTHI

JAOKYMCHTOB BOMHCKOI'O yUCTa,

CBEJICHUS O  TPYINOBOW  JESTENBHOCTH,
TPYJOBOM  CTa)ke, TPEABIAYIIMX MecTax
paboThl, J[O0X0AaX C OPEeABLAYIIAX MECT
paboThI;

mudpoBoe (pororpaduyeckoe U300pakeHUE
JHLA;



KOMATSU

— all and any other information specified in the — BCe | JI0ObIe WHBIE CBEICHMS, yKa3aHHBIC B

resume and / or application form pe3toMe H/HITH aHKeTe KaHIu1aTa

— data specified in the CV/questionnaire of the =~ — CBenmeHusi, yka3zaHHble B pe3lOMe/aHKETEe
candidate. KaHInIaTa.

4.3.3 Methods of processing of personal data 4.3.3 Cmnoco6bl 00paGoOTKH NEPCOHAIBHBIX

of candidates for vacant positions in the maHHBIX KAaHIUIAaTOB HA BaKaHTHbIE

Company:
— on paper tokens;
— in electronic form (received directly through

no/kHocTH Komnanum:
— Ha OyMa)XHBIX HOCHUTEJISIX,
— B DJICKTPOHHOH ¢opMe (ITOCTYIMUBIINE Yepe3

the company’s corporate e-mail from a KOPIIOPAaTUBHYIO 3JIEKTPOHHYIO oYty
candidate or provided by the company that KoMmmanuu HampsMmyro OT KaHAW#aTa WIIN
provides recruitment services). MPEI0CTABIICHHBIC KOMTIIaHHCH,
OKaspIBAIOIICH  yciayru  mo  moabopy

TepcoHaa).
4.3.4 Terms of processing of personal data of 4.3.4 Cpoknm  00paGoTKm  NEPCOHAIBHBIX
candidates for vacant positions in the Company:  maHHBIX KAHIUIATOB Ha BAaKAHTHDIE

— for the period of taking the decision to employ aomxHocTH KoMnanuu:
or refuse to employ, and within 30 calendar
days after the date of taking the decision to

refuse to employ.

— Ha IEpUOJ IPUHATUS pPELICHUS O IIPUEME
b0 OTKa3ze B MpueMe Ha paboTy, W B
Teyenne 30 KaJneHIApHBIX JHEH C JaThl
NPUHATHS PEIIeHUs 00 OTKa3e B MpHEMe Ha

paoory.
435 Legal basis for processing of personal 4.3.5 TIpaBosoe OCHOBaHHE 00padoTKH
data of candidates for vacant positions in the mnepcoHaJbLHBIX JAAHHBIX KAHAWAATOB  HAa

Company:
— law of the RF;
— agreement between Komatsu CIS, LLC and
the company that provides recruitment

BaKaHTHbIE 10/ukHOCTH KoMnanuu:
— 3aKOHOJATENIHCTBO PD,
— poroBop Mexay OOO «Komany CHI» wu
OKa3bIBarouIei

KOMIIaHUEH, YCIyTd 1O

Services;

consent of the personal data subject to
processing of their personal data expressed
(including but not limited to) by checking the
corresponding field on the official website of
the Company. Written consent shall not be
required if there is a recruitment agency on
behalf of the applicant, with which the person
has concluded the relevant agreement. If the
CV of the applicant has been received by e-
mail or fax, the authorized employee of the
HR department of the Company must confirm
the fact of sending the aforementioned CV by
the applicant. If it is impossible to
unambiguously determine the individual who
has sent the CV from the latter, such CV shall
be destroyed on the day of receipt.
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non0opy nepcoHana

coryacue cyObeKTa TEepCOHAIBHBIX JaHHBIX
Ha 00pa0OTKy €ro INepcoHaJbHBIX IaHHBIX,
BBHIpR)KEHHOE B TOM  4YHCIIE  MyTeM
IPOCTABJICHUS! OTMETKH B COOTBETCTBYIOILEM
nojne odunmansHOro cairta Kommanun.
[TucermeHHOE coriacue He TpeOyeTcs, eciiu OT
UMEHH COHUCKaTens JCHCTBYeT KaJpoBoOe
JAaHHOE  JIUIIO

ar¢HTCTBO, C KOTOPBIM

3aKJIIIOYHJIO COOTBCTCTByIOH_II/Iﬁ A0T0BOP.

Ecnu pestome couckarens MOCTYHHJIO 10
hakcy,
otTaena
kaapos Komnanun Heo0X0IuMO MOATBEPAUTD
(akT HampaBieHHS YKa3aHHOTO pe3loMe

BHCKTpOHHOﬁ 1o4Te nIn

YIOJTHOMOYEHHOMY  paOOTHHKY

caMuM couckareneM. Ecau wu3 pE3OME

HCBO3MOXHO OJHO3HA4YHO OIpeACINTDb

(1)I/ISI/I‘ICCKOG JIMIo, €ro HalrpaBUBUICC, JTaHHOC



44.1
of customers and counterparties of
Company, as well as their representatives:
conclusion of the contract, verification of the
powers of the person signing the contract;
proper performance of the contract, including
entry and passage to the territory of the
Company;

checking of admissions on performance of
works and rendering of services;

protection of life, health and other vital
interests.

the

4.4.2 The following information is attributed
to personal data of customers and
counterparties of the Company, as well as their
representatives:

last name, first name, patronymic;

passport details;

details of the certificate of compulsory
pension insurance, taxpayer’s identification
number (if the customer and the counterparty
are individuals);

mobile telephone numbers or information
about other communication methods;

make, model, registration number of the
vehicle.

other information, the composition of which
shall be determined by the requirements of the
applicable law.

443 Methods of processing of personal data
of customers and counterparties of the
Company, as well as their representatives:
— on paper tokens;
— automated: 1C: PEM, 1C:
Circulation, Taskcom-Dacliner.

Document

4.4.4 Terms of processing of personal data of
customers and counterparties of the Company,
as well as their representatives:
— for the effective term of the contract, hereafter
— in accordance with the requirements of the
law of the Russian Federation.

Purposes of processing of personal data 4.4.1 TIlean
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pe3roME TMOJICIKUT YHUUYTOKCHUIO B JCHDL
HOCTYTIICHHSL.
00padoTKH NMepPCOHATbHBIX
AQHHBIX KJIHEHTOB U KOHTparenToB Komnanum,
a TaK/Ke MX MpeICcTaBHUTeIeil:

— 3aKJIIOYCHHE JIOroBOpa, MpOBEpPKa
MIOJIHOMOYHUI 1A, OIIUACHIBAIOIIETO
JIOTOBOp;

HaJijIeKalllee UCIIONHEHHE I0r0BOpa, BKIIoYast
IPOXOJ U Ipoe3a Ha Tepputopuio Kommanuu;
MpOBepKa JOMYCKOB Ha BBHINOJIHEHHE DPadOT,
yCIyr;

3aluTa KU3HHU, 3A0POBbS M HMHBIX BaKHBIX

WHTEPECOB.
442 Wndopmamnus, OTHOCSIIIASICS K
NMEePCOHATBHBIM  JIAHHBIM KJHMEHTOB u
KOHTparenToB  Kommanuu, a Takke HX
npeacTaBuTeIei:

(haMuITHST, UMSI, OTYECTBO;

JIaHHBIE [1aCIIOPTA;

— PEKBH3HUTHI CBHJIETEIIECTBA O0S3aTEIHLHOTO
IIEHCUOHHOI'O CTpaxoBaHUsI,
HUICHTU(D KA OHHBII HOMEP

HaJIOTOIJIaTENbIIMKaA (B CIIydae, €CJId KIMEHT
Y KOHTPareHT — (U3NYECKOe JIUIIO);

HOMEp MOOMJIBHOTO TenedoHa WM CBEICHUS
0 IPYTHX CIOCO0ax CBA3M;

MapkKa, MOJEJNb, PEruCTPAalUOHHBIA HOMEp
TPaHCIOPTHOTO CPE/ICTBA;

OpoYne  CBEICHHUS,  COCTaB  KOTOPBIX
ompenenseTcs TpeOOBAHMSIMHU AEHCTBYIOIIETO

3aKOHOAaTC/IbCTBA.

443 Cnocodbl
JAHHBIX KJIHEHTOB H KOHTparentoB Komnanuu,

00padoTKM NepCOHAJIBHBIX

a TaKKe UX NpeacTaBUTeJIei:

— Ha 6YMa)KHI)IX HOCHUTCIIAX,

— aBTOMAaTU3UPOBAHO: 1C: VIIII, 1C:
HoxymenTooboport, TakckoMm-/{okmaitaep.
444 Cpoxn  00padoTKH  NepPCOHAJBHBIX

JAHHBIX KJIHEHTOB H KOHTpareHtoB Komnanuu,
a TaKKe UX IpeJcTaBUTeJIei:

— B TEYEHHUE CPOKa JICHCTBHS NOr0BOpa, Aalee —

COIVIACHO TPeOOBAaHUAM 3aKOHOJATEIbCTBA

Poccuiickoit denepanyu.



445 Legal basis for processing of personal
data of customers and counterparties of the
Company, as well as their representatives:

— law of the RF;

— contract concluded between the Company and
the counterparty;

— local regulatory documents of the Company.

4.5.1 Purposes of processing of personal data

of individuals that enter the Company’s

territory:

— ensuring meeting the requirements for
protection of life, health and other vital
interests.

45.2 The following information is attributed
to personal data of individuals that enter the
Company’s territory:
— last name, first name, patronymic;
— make, model, registration number of the
vehicle.

45.3 Methods of processing of personal data
of individuals that enter the Company’s
territory:
— automated: 1C: Document Circulation, Visitor
Control.

45.4 Terms of processing of personal data of
individuals that enter the Company’s territory:
— Until the purpose of personal data processing
is achieved.

455 Legal basis for processing of personal
data of individuals that enter the Company’s
territory:

— law of the RF;

— local regulatory documents of the Company.

5. RIGHTS AND OBLIGATIONS OF
THE PERSONAL DATA SUBJECT

5.1 Personal data subjects, the data of which is
processed in the Company, shall have the following
rights:

5.1.1 The right to confidentiality:

— the Company shall not be entitled to disclose

14

KOMATSU

445 TlpaBoBoe OCHOBaHHeE 00padoTKH
NePCOHATBHBIX JaHHBIX KJIHUEHTOB U
KoHTparentoB Kommanum, a Takike WuX
npeacTaBureieii:

— 3aKOHOJATEIbCTBO PD,

— JIOTOBOP, 3aKIIOUYEHHBIN Mexay Kommnanuei u
KOHTPareHTOM.

— JIOKaJIbHbIC HOPMaTUBHBIE akThl KoMItaHuy.

451 Iean
JAHHBIX (U3NYECKUX JIML, NPOXOASIINX Ha
Tepputopuio Komnanuu:

00pabdoTKH NMePCOHATBHBIX

— obOecrieueHne TpeOOBaHWI  OE30MACHOCTH,
3aIlUThl XU3HW, 3I0POBbA W HHBIX Ba)XHBIX

HUHTCPECOB.

452 HWundopmamnus,
NMEPCOHATBHBIM  IAaHHBIM

OTHOCHAIIAsICS K
dusnuecknx
npoxoasilmux Ha TeppuTopuro Komnanuu:

JIMII,

— Qamuus, UMsi, 0OTYECTBO;
— Mapka, MoOJellb, PETUCTPANMOHHBIA HOMEp
TPAHCIIOPTHOT'O CPEJICTBA;

453 Cnoco6bl 00padoTKH NEPCOHATBHBIX
JAHHBIX (U3UYECKHUX JIML, NPOXOASIIMX HAa
Tepputopuio Komnannu:
— asromatusupoBano: 1C: JlokymeHTOOOOpOT,
Visitor Control.

454 Cpoku NePCOHATBHBIX
AAHHBIX (U3HYECKUX JIMI, MPOXOAAIIMX HAa
Teppuropuio Komnanuu:

o0pabdoTkn

— 0 JOCTHKCHUS uenu 00paboTKH
MEPCOHANBHBIX TAHHBIX.
455 IIpaBoBoe OCHOBaHHe 00padoTKHn

¢usnyeckux UL, NPOXOAALINX HA TEPPUTOPHIO
Komnanum:

— 3aKOHOJATEIbCTBO PD,

— JIOKaJbHbIC HOpMaTUBHbBIEC akThl Kommanuu.

5. IIPABA U OBA3AHHOCTU CYBBEKTA
HEPCOHAJIBHBIX JTAHHBIX

51
CBEIEHHUSI O

CyOBbeKThI MEPCOHAJIBHBIX JIAHHBIX,

KOTOPBIX  00pabaThIBAIOTCS B
KoMnanuu, uMeIOT cieayromuye mpasa:
5.1.1 TlpaBo Ha KOHOUICHITHATHHOCTE:

— KOMIIaHUS HE BIIPABC pPACKPBIBATh TPETbUM



to third parties and disseminate personal data
without the consent of the personal data
subject or other legal grounds.

5.1.2 The right to access personal data:

— receive, based on a written request,

information regarding the personal data
processing;

receive free copies of any record containing
personal data, with the exception of cases
stipulated by the law of the Russian
Federation;

require clarification of personal data, its
blocking or destruction in case personal data
is incomplete, outdated, inaccurate, illegally
obtained or is not necessary for the stated
purpose of processing.

5.1.3 The right to appeal against actions or
omissions of the Company:
— identify their representatives to protect

personal data;

appeal against actions or omissions of the
Company to the authorized body for the
protection of the rights of personal data
subjects;

protect their rights and legitimate interests in
court;

require the Company to notify all persons who
were provided with incorrect or incomplete
personal data about all exceptions, corrections
or additions made to it.

5.1.4 The right to revoke the consent to personal
data processing:
— the personal data subject shall be entitled to

revoke their consent to personal data
processing by sending a written notice of
revocation to the Company. In this case, the
Company shall be entitled to continue
personal data processing without the consent
of the personal data subject, if there are
grounds for such actions stipulated by the law
of the Russian Federation.

KOMATSU

JAIaM H PacnpoCTpaHATh IEPCOHAIBHEIE
JTAaHHBIC 0e3 cyOBeKTa
MEPCOHAIBHBIX JAHHBIX WM WHBIX 3aKOHHBIX

corjjaCus

OCHOBAaHHUH.

5.1.2 [IlpaBo Ha [0CTyml K TEpPCOHATBHBIM
JIAHHBIM:

— MO0JIy4aTb Ha OCHOBaHHH IHUCBbMCHHOI'O

3ampoca nHGOPMAITHIO, Kacaromryrocs
00pabOTKH MTepPCOHANBHBIX JaHHBIX;

MoJIyyaTh OCCIUIATHO KOIMWHU JIHOOOH 3armcH,
colepkalield TepCOHANbHBbIE JaHHBIE, 3a
HCKIIIOYCHUEM CIIy9aeB, TIPEIyCMOTPEHHBIX
3aKOHOIATEIILCTBOM Pd;

TpeOOBaTh YTOYHEHUS MIEPCOHATBHBIX
TAHHBIX, UX OJIOKUPOBAHUS WM YHUUTOXKEHHUS
B Ciyyae, €cCJIM IepCOHAIbHBIC JAHHBIC
SIBJISTIOTCS HEIIOJHBIMH, YCTapeBIINMH,
HETOYHBIMHU, HE3aKOHHO IOJTYYECHHBIMH WIIU
HE SIBJISTFOTCSI HEOOXOJUMBIMU TS

3asgBJICHHOM LIeJIn 00paboTKH.

5.1.3 TIlpaBo Ha oO0xajOBaHUE JCHCTBHHA WJIH
oesnerictuii Kommanun:
— ONpeneNsiTh CBOMX TIPEICTaBUTENCH  JyIs

3aIUTHI IEPCOHANBHBIX TAaHHBIX;
o0kajoBaTh JEHCTBUA WM Oe3JeHCTBHE
KoMnanuu B yIOJIHOMOYEHHBIH OpraH IO
3allUTe TIpaB CYOBCKTOB TMEPCOHAIBHBIX
JIAHHBIX

3alUINATh CBOU IMPaBa U 3aKOHHBIE WHTEPECHI
B Cy/IeOHOM TOPSIKE;

TpeOoBaTh 0T KoMmaHuu wu3BelICHUs BCEX
JUI], KOTOPHIM OBLIM COOOIICHH HEBEpHBIE
HUJIN HCITOJIHBIC HepCOHaHBHLIG JaHHBIC, 060
BCEX TPOM3BEICHHBIX B HUX HCKIIOYCHHSIX,
UCIIPaBICHUSIX WU JOMOJHCHUSIX.

5.1.4 TlpaBo Ha OT3BIB corjiacus Ha 0OpabOTKyY
MEePCOHANBHBIX JTaHHBIX:

— CcyOBeKT TEpPCOHANBHBIX JAaHHBIX BIIPaBe

0TO3BaTh coriacue Ha 00paboTKy

NMEPCOHAIBHBIX  JAHHBIX,  HANpaBUB B
KoMnanus nmucbMeHHBIM OT3BIB. B TakoMm
ciydyae KommaHust BOpaBe  MPOIOIDKUTH
00pabOTKy TepCOHANBHBIX JaHHBIX  0e3
coriacus CyObeKTa NEPCOHAIBHBIX JAHHBIX
MIPU HAJIMYANA OCHOBAHWH, TPEIyCMOTPEHHBIX

3akoHoJaTenbcTBOM Pocculickoit denepannu.

5.1.5 The personal data subject shall also have 5.1.5 Cy0ObexkT IepCOHANbHBIX JAaHHBIX HMEET
other rights stipulated by the applicable law of the wunble mnpaBa, npeaycMOTpeHHBIC ACHCTBYIOIIUM
RF. 3aKOHOIaTeILCTBOM PD.
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5.2 Personal data subjects, the data of which is
processed in the Company, shall bear the following
obligations:

5.3 Notify the Company of changes in their
personal data in the scope processed by the
Company not later than five (5) business days after
the date of receipt of the documents confirming
such changes. Employees shall be obliged to notify
the Company of changes in their last names, first
names, patronymics, work, home and mobile
telephone numbers or information about other
communication methods, details of the bank
(personal) account; issuance of a new identity
documents; changes in details on education,
profession, specialization, assignment of new
ranks, and other data in the scope processed by the
Company.

5.4 The personal data subject shall also bear
other obligations stipulated by the applicable law of
the RF.

6. PERSONAL DATA PROCESSING

6.1 General provisions:
6.1.1 Personal data processing in the Company
shall include the following actions (individually
or in aggregate, using automation tools or without
using such tools): collection, recording,
systematization, accumulation, storage,
clarification (updating, changing), extraction, use,
transfer  (distribution,  provision,  access),
blocking, deletion, destruction, mixed processing
with the transfer on the Company’s internal
network and on the Internet.

6.1.2 In cases stipulated by the law of the
Russian Federation, personal data processing
shall be performed only with the consent of the
personal data subject in writing.

6.1.3 The consent to personal data processing
must be specific, informed and conscious.
Consent to personal data processing may be
provided by the personal data processing or their
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5.2  CyObekTsl
CBEJICHUS O  KOTOPBIX

MePCOHATIBHBIX JTaHHBIX,
oOpabaThiBalOTCS B
KoMnanuu, IMEIOT ClIeIyoIIne 00sS3aHHOCTH:

53

CBOUX

CoobOmate Kommanun 00 W3MEHEHUH

MEPCOHANBHBIX ~ JaHHBIX U3 COCTaBa
obOpabaTteiBaeMbIx KoMmaHue B CpoK He TMO3IHEE
5 (Ilare) paboumx [HEH C JaThl MOTYYCHHUS
IOKyMEHTA, TTOATBEPIKAAIOIICTO TaKOE H3MEHEHHE.
PaGotHuku 00s3aHbl cooOmats B Kommanus o0
W3MEHEHUHU (paMUIMKM, UMEHH, OTYECTBA, HOMEpa
paboumx, JOMAIIHUX M MOOWIBHBIX Tele()OHOB
0 Jpyrux

0OaHKOBCKOI'O

WIM CBEJICHUS crnocobax  CBs3H,

PEKBH3HUTOB (MIeBoro)  cyeTa;
BbIJlaY€ HOBOTO JOKYMEHTa, YIOCTOBEPSIOIIETO
JUYHOCTh; U3MEHEHUH JaHHBIX 00 00pa3oBaHMH,

npodeccuu, CrenuaaIbHOCTH, IPUCBOCHUNA HOBOT'O

paspsga W MHBIX  JIAaHHBIX M3  COCTaBa
oOpabateiBaeMbIx Kommnanueii.
5.4 CyOBeKT TepCOHANBHBIX IaHHBIX HMEET

HWHBIC O6$[3aHHOCTI/I, npeayCMOTPCHHBIC

JIECTBYIOIIMM 3aKOHOJIaTeJIbCTBOM PD.

6. OBPABOTKA IEPCOHAJIbHBIX
JTAHHBIX

6.1 O0uue moJ10KeHH:
6.1.1 OOpaboTka TmEepCOHATBHBIX JAHHBIX B
Kommanun Brmouaer B cels  crlexyromye

necTBUS (110 OTJENBHOCTH WJIH B COBOKYITHOCTH,
C HCIIOJIb30BAaHUEM CPEJICTB aBTOMATU3ALUU WU

0e3 WCIOJIb30BAaHMS TaKUX CpEACTB): cOop,
3aIUCh, cUcTeMaTH3aIus, HaKoOIUICHHE,
XpaHeHue, YTOYHEHHE (ob6HOBNCHME,
W3MEHCHUE),  W3BJICYCHUE,  HCIOJL30BaHUE,

nepesnada (pacHpoCTpaHEHHE, IPEIOCTaBIICHHUE,
JOCTYTI), ONOKMpOBaHME,
YHHUYTOXKEHHE,

yaaleHue,
cMeliaHHas — oOpaboTka ¢
nepenadeid BHyTpeHHeW ceth Kommanuu u 1o
cetu MHTEpHET.

6.1.2 B

3aKOHOAaTCIbCTBOM

cllyuasix, MPeIyCMOTPEHHBIX
PO,

MEPCOHATIBHBIX NJAaHHBIX OCYINECTBIACTCA TOJIBKO

o0OpaboTtka

C corjacus B THCBMEHHOW (opMme cyObekTa
MEPCOHATIbHBIX JaHHBIX.

6.1.3 Cormacue Ha 00pabOTKy IEpCOHAIBHBIX
JaHHBIX JOJIZKHO 6I>ITI) KOHKPCTHBIM,
WH(GOPMHUPOBAHHBIM U CO3HATeNbHBIM. Cornacue
Ha 00pa0OTKy TEPCOHAIBHBIX JaHHBIX MOXET

OBITh JaHO Cy6’beKTOM IMEPCOHAIBHBIX JaHHBIX



representative in any form that allows confirming
the fact of its receipt, unless otherwise is
stipulated by the law of the Russian Federation.
In case of obtaining the consent to personal data
processing from a representative of a personal
data subject, the powers of such representative to
give the consent on behalf of the personal data
subject shall be checked by the Company.

6.1.4 The access to the personal data of the
subject, its collection and processing shall be
allowed to officials who need personal data to
perform their specific job functions. The list of
persons entitled to access personal data shall be
approved by an order of the organization. Other
employees of the Company shall not have access
to personal data without a written consent of the
subject for third parties to familiarize with their
personal data.

6.1.5 Processing of special categories of personal
data related to race, nationality, political views,
religious or philosophical beliefs, health status,
intimate life shall not be allowed, except as
otherwise provided by the law.

6.1.6 When collecting personal data, including
that performed on the Internet, the Company shall
ensure recording, systematization, accumulation,
storage, updating (amending,  changing),
extraction of personal data of citizens of the
Russian Federation using the databases located in
the Russian Federation.

6.1.7 If it is necessary to destroy or block part of
personal data on physical tokens, the latter shall
be destroyed or blocked with preliminary copying
of information that cannot be destroyed or
blocked in the way that excludes simultaneous
copying of personal data, which must be
destroyed or blocked.

6.1.8 Destruction of part of personal data, if
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MpeACTaBUTEIEM B
TO3BOJIAIOIIEN MTOATBEPINTH daxT
noytydeHust (hopMe, €CIIM MHOE HE YCTAHOBJICHO

WIH ero JII000i

€ro

3aKoHOJATeNbCTBOM P®. B ciydae monydeHus
coryacust Ha 00pabOTKy MEepCOHAIBHBIX AAHHBIX
OT TIpeACTaBUTeNs CyOBbeKkTa MEepCOHAJIBHBIX
JAHHBIX TOJHOMOYMSI AAHHOTO MPEACTaBUTENI

HA Ja4y COracusi OT HWMEHH CcyOBeKTa
[IE€PCOHATIBHBIX JAHHBIX IIPOBEPSIOTCS
Komnanmueii.

6.1.4 Jlonyck K TEpPCOHANBHBIM  JaHHBIM

cyObekra, ux cbopy u o0OpaboTke pazpeuicH
OOJDKHOCTHBIM JIMIaM, KOTOPBLIM IIEPCOHAIBHBIC
TUIST
KOHKPETHBIX TPYIOBBIX (QyHKIMA. CHUCOK JHII,

JaHHble  HEO0OXOIMUMBI BBITIOJIHEHUS
HMEIOIIMX MpPaBO JOCTyHNa K IE€PCOHAJIbHBIM
JaHHBIM, YTBEPXKAAETCS MPUKA30M OpraHHU3allHu.
Wubie pabotankn KoMmanum He UMEIOT IOCTyIa
K TEpCOHAIBHBIM JaHHBIM 0€3 MHCEMEHHOTO
corylacusi CyObeKTa Ha O3HAKOMIIEHHE C HUMH
TPETBUMHU JIMLIAMH.
6.1.5 O6paboTka

NEpCOHAJIBHBIX HNAaHHBIX, KAaCAKOLINUXCA paCOBOﬁ,

CIICIIMaJIbHBIX KaTeFOpI/Iﬁ
HaIIMOHAJILHOM MMPUHAIJIC)KHOCTH, ITOJIUTUYCCKUX
B3IJIAA0B, PCIMIHO3HBIX WA (bPIJ'IOCO(I)CKI/IX

yOeXKOeHNH, COCTOSHUSI 3I0pPOBbs, HWHTHUMHOW

KNU3HU, HE JONMYCKAeTCs, 3a HCKIIOUYCHHUEM
CIIy4aes, IPEeIyCMOTPEHHBIX
3aKOHOJIATEIbCTBOM.

6.1.6 Ilpu cObope mepcoHaTBHBIX AAHHBIX, B TOM
9uciae  TOCPEACTBOM  MHGPOPMAIMOHHO -
TENIeKOMMYHUKAIIMOHHON  cetn  «HTEepHET»,
Kommanus obecreynBaeT 3aITUCh,
CHCTEeMAaTH3allMIO,  HAKOIUICHWE,  XpaHEHHe,
YTOYHEHNE (obHOBIEHUE, W3MEHEHHE),

U3BJICUEHUE NMEPCOHANIBHBIX TaHHBIX Ipaxkaad PO
C HCIIONB30BaHMEM 0a3 JaHHBIX, HAXOIAIIUXCS
Ha tepputopun Poccuiickoit @enepanuu.

6.1.7 Ilpu HEOOXOAMMOCTH YHWYTOXXCHUS HITH
ONOKMPOBAHUS YaCTH MEPCOHANBHBIX NAHHBIX Ha
MaTepUATBHBIX HOCUTENSX YHHUYTOXKACTCA WIH
ONOKMpyeTcs ~ MaTepUaIbHBIA  HOCHTENIb  C
IpeaBapUTEIbHBIM KOIMPOBAHUEM CBEICHUH, HE
MO/ITIEKAITNX YHUUTOXKEHHUIO Wi
OJIOKHPOBAHWIO, CIIOCOOOM,  HCKITIOYAIOIIUM

OAHOBPEMCHHOC KOIIMPOBAHUC TMCPCOHATIBHBIX

IaHHBIX, MOJICKANMX YHUYTOXKCHHIO WM
OJIOKHPOBAHUIO.
6.1.8 YHHUYTO)XKEHHE  4YacTH  TEepPCOHAIBHBIX

JaHHBIX, €CJIM 3TO AOIMYCKACTCA MATCPUAJIbHBIM



permitted by the physical token, can be performed
in the way that excludes further processing of
such personal data while maintaining the
possibility of processing other data recorded on
the physical token (deletion, crossing out).

6.1.9 Clarification of personal data during
processing without the use of automated means
shall be performed by updating or changing data
on a physical token, and if it is not allowed by the
technical features of a physical token, by entering
the information about the changes made to it to
the same physical token or by making a new
physical token with updated personal data.

6.2 Personal data collection:

6.2.1 Personal data subjects shall be obliged to
provide the Company with reliable information.
The reliability of the provided personal data shall
be determined based on its inclusion into original
documents:

passport or another identification document;

labor book, unless the contract is concluded
for the first time, or the employee works on a
part-time basis, or the employee does not have
a labor book due to its loss, damage, or for
other reasons;

certificate of compulsory pension insurance;

military registration documents — for persons
liable for military service and persons subject
to conscription;

documents on education and/or qualifications
or the availability of special knowledge -
upon admission to a job that requires special
knowledge or special training;

other documents — in the cases stipulated by
the applicable law of the Russian Federation.

6.2.2 The Company shall be entitled to store
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HOCHTENIEM, MOXET MPOU3BOJUTHCS CIIOCOOOM,
HACKITIOYAIOIIMM JTaTbHEHTITYI0 00paboTKy ATHX
MEPCOHANBHBIX  JIAHHBIX C  COXPaHEHUEM
BO3MOXKHOCTH  OOpaOOTKM  WHBIX  JTAaHHBIX,
3a)KCPOBAaHHBIX HA MaTEPHAIHLHOM HOCHTEIE
(ynanenue, BeIMapbIBaHHE).

6.1.9 YTouHeHHe MEepCOHANBHBIX MAaHHBIX TPH

OCYIICCTBICHUU ux 00paboTKH 0e3
HCIIOJIb30BAHHUS CpeJICTB ABTOMATH3AIUH
MPOU3BOTUTCS  TyTeM  OOHOBJICHHS WM

HU3MCHCHUS JaHHBIX Ha MaTCPHUAJIbHOM HOCHUTEIIC,
a CCJIM 3TO HE [JOMYCKACTCd TCXHUYCCKUMU
OCOOCHHOCTSAMM MaTC€pruajIbHOTO HOCHUTECIIA,

myTeM (1)I/IKCaI_II/II/I Ha TOM XK€ MAaTCpHuaJIbHOM
HOCHUTCIIC CBeIleHI/Iﬁ O BHOCHMBIX B HHX
W3MEHEHUSAX JIHOO IMYyTEM H3I'OTOBJICHUSA HOBOI'O
MaTepHraJIbHOro

HOCHUTCIIL C YTOYHCHHBIMHA

IIEpCOHAIBHBIMU JaHHBIMHU.

COop nepcoHATBHBIX JAHHBIX:
6.2.1 CyObeKTsl MEePCOHAIBHBIX
00s13aHBI

JAHHBIX
MPEAOCTABIISITh Komnanuu

JOCTOBCPHBIC CBCICHU. I[OCTOBCpHOCTB

MpeaOoCTaBICHHBIX MEPCOHAJIIBHBIX JaHHBIX
ONpeacCIACTCA HCXOAd N3 HUX pPa3MCIICHUA B
OpUTIMHaJIaX JOKYMCHTOB:

HHOI

MacropT 130171 JIOKYMEHT,
YJAOCTOBEPSIOIINI JINYHOCTB;

TpyZOBas KHUXKKA, 32 UCKIIOUECHHEM CIIy4aeB,
KOTZIa JIOTOBOP 3aKIIOYaeTCsl BIIECPBBIC, HIIH
pabOTHHK MMOCTYIAeT Ha PabOTy Ha yCIOBHIX
COBMECTUTENBCTBA, WIA TPYAOBas KHIKKA Y
paboTHHKA OTCYTCTBYET B CBSI3H C €€ YTPATOH,

MOBPCIKACHUEM WA IO APYTUM INPpUIUHAM;

— CTpPaxoBO€ CBHIETEILCTBO  00S3aTEIBEHOTO
NIEHCHOHHOTO CTPaxOBaHUS;

— JOKYMEHTBHl BOMHCKOTO ydera -  JUIS
BOCHHOOOSI3aHHBIX M JIMIL, [OJUICKAIINX
MPU3BIBY HA BOCHHYIO CIIyXO0y;

— JOKyMEHT 00 oOpasoBaHunm W/  WIH

KBa.HI/I(bI/IKaL[I/II/I WM HaJIM4YHUKU CIICOUAJIBHBIX

3HaHUM - TOpU TOCTYIUIGHMH Ha paboTy,
TpeOYIOIIyI0 CHENUANBHBIX 3HAHWUU WK
CTIEIMaIbHOMN ITOTOTOBKH;

— WHBIE  JIOKYMEHTEHI - B ciydasx,
HPeTyCMOTPEHHBIX JeHCTBYIONHM
3aKOHOAATENBCTBOM PD.

6.2.2 Kommanust  BIOpaBe  XpaHATh  KOMHH

JOKYMCHTOB B JJICKTPOHHOM BHJC B CHUCTEMax



copies of documents in the electronic form in the
systems of 1C: EDC, 1C: PEM, with the personal
data submitted by the subjects in accordance with
the rules established by this Policy and other local

regulatory documents applicable with the
Company.
6.2.3 If the provision of personal data is

mandatory in accordance with the law of the
Russian Federation, the Company shall explain to
the legal consequences of refusal to provide
personal data to the personal data subject.

6.2.4 Peculiarities of personal data collection
from the Company Employees:
6.2.5 The Company shall obtain all personal data
of the Employee from them personally.
6.2.6 If the Employee’s personal data can only
be obtained from a third party, the Company shall
notify the Employee of this, inform about the
goals, the alleged sources and the methods of
obtaining the personal data, as well as the nature
of the personal data to be obtained and the
consequences of the Employee’s refusal to
provide it.

6.2.7 Peculiarities of collection of personal data

of relatives of the Company Employees:

— the Company shall receive personal data of
relatives of its Employees from its Employees.
Company Employees shall independently
arrange for the consent of their relatives to
process their personal data by the Company.

6.2.8 Peculiarities of personal data collection
from candidates for vacant positions in the
Company:

— personal data collection from these categories
of subjects shall be performed by the
employee of the Company whose job duties
include recruitment of candidates for vacant
positions in the Company.

6.2.9 Peculiarities of personal data collection

from customers and counterparties of the

Company, as well as their representatives:

— personal data collection from these categories
of subjects shall be performed by the officer
in charge, i.e., the employee that holds
negotiations of conclusion of the contract and
supervises its performance.
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1C:  VIIII,
[IEPCOHAIBHBIX

1C: 310,
CcyOBeKTaMu

MPEJICTaBIEHHBIX

JTaHHBIX, B
COOTBETCTBUM C IIpaBUJIAMH, YCTAHOBJICHHBIMU
HACTOSIIMM MOJ0KEHUEM U MHBIMH JIOKAJTBHBIMHA
HOPMAaTUBHBIMM  aKTaMH, JCHCTBYIOUMMH B
Komnanum.

6.2.3 Ecin

JJAHHBIX

MPeIOCTABIICHNE  TePCOHATBHBIX
00s13aTEIbHBIM B
3aKOHOJAaTCIECTBOM  P®D,

Kommanus Pa3bACHACT Cy6’beKTy NEepCOHAJIbHBIX

ABJISICTCS
COOTBETCTBHH  C
JAHHBIX IOPUIMYECKHUE TOCIEACTBHS OTKa3a
MIPEIOCTABUTD €0 MEPCOHATBHBIC TAHHBIC

cbopa
JMaHHBIX paboTHUKOB KoMnanum:

6.2.4 OcobeHHocTH MIePCOHAITBHBIX
6.2.5 Bce mnepcoHanbHble gaHHBICE PaOOTHHKA
KoMnanus momyvaeT y Hero JIMYHO.

6.2.6 Ecnmun mepcoHanbHbIE AaHHBIE Pa0OTHHKA
BO3MOJKHO ITOJIYYHTh TOJIBKO y TPEThEH CTOPOHEI,
Komnanusi yBemomisier 00 3TOM paboOTHHKa,
cooOmraer 0
MCTOYHHKAX

LeTsX, peIoIaraeMbIX
u crocobax MOJTyYEHUS
MEPCOHANBHBIX JAHHBIX, a TaKKe O XapakTepe
NOUICKAIMX ~ TOJYYCHUIO  HEPCOHAIBHBIX
JAHHBIX U TIOCJIEJICTBUSAX OTKA3a paOOTHHKA

6.2.7 OcobenHOCTH

cbopa  mepCcOHAIBHBIX

JaHHBIX POJICTBEHHUKOB paOOTHHKOB Kommnanuu:

MIepCOHAIIbHEIC JMaHHBIC  POJCTBCHHHKOB
pabotHukoB Kommnanus moiydaeT OT CBOMX
Komnanun

PabOTHHKOB. PaboTHIKH

CaMOCTOSITETLHO ~ OPTaHU3YIOT  IOJIYYCHUE
corjacui
00paboTKy

KomMmmnanuei.

CBOUX POIACTBEHHUKOB

MEpCOHAJIbHBIX JaHHBIX

Ha
ux
6.2.8 OcobenHocTn  cOopa  TEpCOHANBHBIX
JAHHBIX KaHJUJIATOB Ha BAKAHTHYIO JOJDKHOCTDH B
Komnanuu:

cOOp TMEepCOHANBHBIX JaHHBIX YyKa3aHHBIX

KaTeropuit CyOBEKTOB OCYIIECTBIISET
pabotnuk Kommanuu, B TpynoBble (QpyHKIHMH
KOTOPOTO BXOAUT MOAOOp KAaHIWIATOB Ha
BaKaHTHbIC JOJDKHOCTH KoMmaHuu.

6.2.9 Ocobennoct  cbopa

JaHHBIX KJIIMCHTOB U KOHTPArcHTOB KOMHaHI/II/I, a

NEPCOHAIBHBIX

TAKKE€ UX NPEICTaBUTENECH

— c0Op TepCOHANBHBIX JAaHHBIX YKa3aHHBIX
KaTeropui CyOBEKTOB OCYIIECTBIISIET

OTBETCTBEHHBIN HCIOJHUTENIF — PaOOTHHK,

BeAyLIUI

A0TroBOpa

MEPETOBOPHl O  3aKIIOYEHHUH

U KOHTPOJMPYIOUIMH  €ro

HCIIOJTHCHHC.



6.2.10 Peculiarities of personal data collection
from individuals that enter the Company’s
territory:

— personal data collection from these categories
of subjects shall be performed by the
employee of the Company whose job duties
include drawing up of passes to enter the
Company’s territory.

6.3 Personal data recording

6.3.1 Recording of personal data in the Company
shall be performed both on physical tokens and in
personal data information systems.

6.3.2 The Company conducts video surveillance,
the data of which is stored on a server in the
territory of the Russian Federation.

6.3.3 In order to record the progress of meetings,
briefings, hearings, sessions of commissions, etc.,
the Company may arrange an audio recording
system.

6.4 Personal data systematization

6.4.1 The Company shall be entitled to
independently determine the procedure for
grouping personal data without violating the
principles of processing personal data, as well as
to regroup personal data in order to identify
patterns, trends, and deviations.

6.4.2 The Company shall be entitled to group
personal  data  according to  nominal
systematization (distribution of data by its type),
subject (attribution to a particular subject),
thematic (according to the general subject),
chronological, archival (storage periods) and
other types of systematization, as well as its
combinations.

6.5 Personal data accumulation

6.5.1 The Company performs actions to
accumulate the personal data required and
sufficient to complete the tasks of the Company
by entering it into the PDIS, as well as by
processing documents containing personal data
on paper tokens.
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6.3

6.5

KOMATSU

cbopa
L,

6.2.10
MIEPCOHATBHBIX  JaHHBIX  (U3MUCCKUX
MPOXOJAIKX Ha TeppuTopuo Komnanuu.

OcobennoctT

— c0op mepcoHaNbHBIX JAHHBIX YKa3aHHOU
KaTeTOPUH  CYOBEKTOB  OCYILIECTBISIETCS
paboOTHUKOM, B TPYAOBbIE ()YHKIIMH KOTOPOTO
BXOAUT 0(hOpMIIEHHE MIPOIYCKOB JUIs TPOX0aa
Ha TeppuToputo Komnanuu.

3annch nepcoHANbHBIX JAHHBIX
6.3.1 ®ukcanuss TEPCOHATLHBIX JAHHBIX B
Komnanuu OCYIIECTBIISCTCS KaK Ha
MaTepUalbHBIX  HOCHTENIsIX, TaK U B
NudopMammoHHBIX CcHUCTEMaX MEPCOHAIBHBIX
JAHHBIX.

6.3.2 B Kommanuu Benercss BHAEOHAOIIOIEHHE,
JAHHBIC XPaHATCS HA CEpBEpe Ha TEPPUTOPHUH
Poccuiickoii @egapanuu.

6.3.3 B memsx ¢Qukcanum xoma COBEIIAHUM,
cobpaHuii, BcTped, 3aceaHuii KOMACCHI | T.II. B
Komnanuu MoxeT ObITh OpraHHW30BaHa CHCTEMa

ayIMO3aTIHCH.
6.4 Cucremaruzanus MEePCOHATBHBIX
AAHHBIX
6.4.1 Kommanus BIIpaBe CaMOCTOSATEITLHO
OTIPENIENIATh MOPSIOK TpYNIUPOBAHUS

[IEPCOHAJBHBIX JAHHBIX, HE Hapyllas IpPU 3TOM
MPUHIUIBI 00paObOTKH MEePCOHAIbHBIX JaHHBIX, a
TaKxKe OCYILECTBIIATh HeperpynnupoBKU
MEPCOHANBHBIX JaHHBIX C IIEJIBIO BBIABICHUS
3aKOHOMEPHOCTEW, TEH/ICHIINI U OTKIOHEHUH.

6.4.2 Kommnanus BIIpaBe TPYIIHPOBATH
MepCOHANbHbIE JaHHbIE COTJIACHO HOMHHAJIBHOM
cUCTeMaTH3aluy (pacipeesieHne JaHHBIX M0 MX
TUIy), TOpeIMETHOM  (NMPUHAUIEKHOCTH K
KOHKPETHOMY CYOBEKTy), TeMaTHdecKor (1o
o0ILel TeMaTHKe), XPOHOJIOTUYECKOM, apXUBHON
(cpokam  xpaHeHus1) U

HWHBIM BHUIaAM

CHUCTEMATH3AllNH, 4 TAKIKC UX KOM6I/IHaLII/I$IM.

HakonieHne nepcoHaJbHBIX JaHHBIX

6.5.1 Kommanust ocymiecTBisieT MACHCTBUS TIO
HAaKOILICHUIO MIePCOHABHBIX JAHHEBIX,
HEOOXOAMMBIX M JOCTATOYHBIX JJIS1 BBITTOJHEHHUS
3aJla4, OCymecTBIsIeMbix Komnanuei, myTeM ux
BHecennss B MCIIJIH, a Takke 00paboTKu
CONEpXKalMX  TMEPCOHAIBHBIC

JaHHBIC, HA 6YM3)KHBIX HOCHUTCIIAX.

AOKYMCHTOB,



6.6 Personal data storage
6.6.1 Personal data is stored in the Company
both in electronic systems and on paper tokens.

6.6.2 The Company shall be entitled to store
copies of documents in the electronic form in the
systems of 1C: EDC, 1C: PEM, with the personal
data provided by the employee for the purpose of
concluding the employment contract, as well as
fulfilling the requirements of the tax law (copies
of a passport of a citizen of the Russian
Federation, birth certificate, marriage certificate,
certificate of TIN, certificate of compulsory
pension  insurance,  compulsory  medical
insurance, diploma, and other documents
submitted by the employee).

6.6.3 The Company shall be entitled to keep the
originals of the documents submitted by the
employee for the purpose of concluding the
employment contract during the term of the
employment relationship: employment record,
employment contract, additional agreements to
the employment contract, orders for the employee
and other similar documents.

6.6.4 The Company shall ensure separate storage
of personal data (on physical tokens), processing
of which is performed for various purposes.

6.6.5 When storing physical tokens, the
Company shall comply with the conditions
ensuring safety of personal data and excluding
unauthorized access to it according to the list of
measures developed by the Company for the
aforementioned purposes.

6.6.6 Personal data on paper tokens shall be
stored in lockable cabinets.

6.6.7 When employing professionals, documents
containing personal data can stay on the desktops
only when they are processed by the officer in
charge whose job duties include such function. At
the end of the working day, the documents should
be put to lockable cabinets.

6.6.8 Personal data on electronic tokens shall be
protected by a personal access password. Only
the employees in charge of personal data
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6.6

KOMATSU

XpaHeHUe NePCOHATLHBIX JAHHBIX
6.6.1 Xpanenue MEPCOHAIBHBIX JAHHBIX
ocymiecTBisiercs B KoMmmaHum — KaKk B

AJIEKTPOHHBIX CHUCTEMaX, TaK M Ha OyMaKHBIX
HOCHUTEJISIX.

6.6.2 Kommanust  BImpaBe  XpaHUTh  KOIHMH
JOKYMEHTOB B JJICKTPOHHOM BHJIE B CHCTEMax
1C:  Dmo, 1C: VIIII,

pabOTHHUKOM IJIS TIEJIEH 3aKITFOUCHUS TPYAOBOTO

MMpEACTaBJICHHBIX

JIOTOBOpA, a TaKKe HWCIONHEHHsI TpPeOOBaHUIA
HAJIOTOBOTO 3aKOHOJIATENBCTBA (KOIUK MacropTa
rpaxnannHa P®, cBugeTenbCTBa O POXKICHUH
pebeHka, CBHICTENLCTBA O Opake, CBUACTEIILCTBA

0 MIPUCBOCHUU MHH, CBUJIETEILCTBA
0053aTeIPHOTO ~ TICHCHOHHOTO  CTpPaxOBaHWUS,
HOJIACa OMC, IUIUIOMA u WHBIX

MPEICTaBICHHBIX PAOOTHUKOM JIOKYMEHTOB).
6.6.3 KoMmmaHusi BIpaBe XpaHUTb OPUTHHAJIBI
JIOKyMEHTOB, MPEJACTABICHHBIX PAOOTHUKOM IS
Heneid  3aKIYeHHsT TPYIOBOIO JOrOBOpa, B
TPYIOBBIX
TPYOBOU

nepuoa  JeHcCTBUs OTHOIIEHUH:
TpyaoBas

JAOIIOJIHUTCIIbHBIC  COITIaICHUA K TPpyAOBOMY

KHHMKKa, J0TroBOp,

JIOTOBOPY, MpPHUKa3bl B OTHONICHUH PaOOTHUKA U
HWHBIE AHAJIOTUYHBIE TOKYMEHTHI.

6.6.4 Kommanust  o0OecrieynBaeT  paslieibHOS
XpaHEeHue MePCOHAITBHBIX JIAHHBIX
(MaTepuabHBIX HOCHUTENIEH), o0paboTka

KOTOPBIX OCYIIECTBIISIETCS B PA3TUYHBIX TIEIISIX.
6.6.5 Ilpu xpaHeHWH MaTepHAIEHBIX HOCHTEIEH
Komnanus coOromaer yCIIOBHS,
o0ecreunBaroIe COXPAHHOCTh TEePCOHAIBHBIX
JaHHBIX u UCKITIOYAIOIIUE
HECaHKIIMOHNUPOBAHHBIA K HUM JOCTYI COTJIACHO
MEepeyHIo Mep, pa3padboTaHHbIX B KoMnanuu mist
YKa3aHHBIX LIEJICH.

6.6.6 IlepconanbHble fAaHHBIE Ha OyMaXKHBIX
HOCHTEIISIX XPAHATCS B 3alTUPAIOIINXCS IKadax.
6.6.7 Ilpu CHEAATUCTOB
paborty,

NEpCOHAJIBHBIC MNAaHHBIC, MOI'YT HAXOAUTLCS Ha

odopmIiteHUH Ha

JIOKYMEHTBHI, cozepKarue
pabo4mMx CTONAaX TOJNBKO TpH paboTe C HUMH
OTBETCTBEHHOTO  pabOTHWKA, B  TPYJOBEIE
0053aHHOCTH KOTOPOT'O BXOJUT JaHHAas (QYHKITHUS.
I[To okxonwanum pabouero JdHS JOKYMCHTHI
JIOJDKHBI YOUPaThCS B 3aIlIUPAIOIIHECS IIKaQBbI.

6.6.8 IlepcoHasbHbIC IaHHBIE HA 3JICKTPOHHBIX
HOCHTEJSIX 3allUINeHbl TIEPCOHATBHBIM ITapoJieM
Ha  HCIIOJb30BaHHUE

JIOCTyTaA. IIpaBo



processing shall be entitled to use personal data
on electronic tokens.

6.6.9 Electronic tokens with personal data — 1C
databases for accounting of employees of the
enterprise. 1C databases shall be stored on an
electronic token in a locked server room.

6.6.10 Personal data shall be strictly confidential,
any persons who have access to it shall be obliged
to keep this data confidential, with the exception
of the data related to the following categories:

6.6.11 depersonalized personal data, i.e., the data
in relation to which it is impossible to determine
their belonging to a specific individual;

6.6.12 generally accessible personal data.

6.6.13 The confidentiality regime of personal data
shall be removed in cases of depersonalization or
after the expiration of the corresponding storage
period.

6.6.14 All Company Employees shall be entitled
to use personal data located in corporate sources
of personal data. The consent of the personal data
subject must be obtained for placing their
personal data in corporate sources of personal
data. Employees must use personal data located in
corporate sources of personal data solely for the
purpose of fulfilling their job duties and shall not
be entitled to transfer it to third parties.

6.7 Personal data clarification and blocking
6.7.1 The Company proceeds from the good faith
of the personal data subjects and the reliability of
the information provided by them.

6.7.2 The personal data processed by the
Company must be accurate, sufficient and
relevant. The accuracy requirement implies that
the data collected and processed must be true and
not misleading. The sufficiency requirement
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6.7
NEPCOHATBHBIX JAHHBIX

KOMATSU

NEpCOHATIBHBIX JaHHBIX Ha SJICKTPOHHBIX

HOCHUTENSIX  HMMEIOT  TOJBKO  PaOOTHHKH,
OTBETCTBEHHBIE 3a OOpPabOTKy MepCOHATBHBIX
JTAHHBIX.

6.6.9 DneKkTpoHHBIE HOCHTENM HEPCOHATBHBIX
JaHHBIX - 0a3bl JAHHBIX IO Y4eTy pabOTHUKOB
npeanpustus «1C». baszsl nanHpix 1C xpaHutcs
Ha 3JIEKTPOHHOM HOCHTENE, KOTOPBIH HaXOJIUTCS
B 3aKpbITON CEpBEPHON KOMHATE.

6.6.10

CTpPOro KOH(HUICHITUATHHBIMU,

[TepconanbHbIC JTaHHBIC SBISIOTCS
JIIOOBIE  JIMIIA,
MOJIyYMBIIIE K HUM JOCTYI, OOsI3aHbl XPaHUTh
9THU JAaHHBIC B Talee, 3a UCKIIFOYCHUCM JaHHBIX,
OTHOCSIIUXCS K CIEAYIONIMM KaTETOPHSIM:

6.6.11

JaHHBIC -

00e3/IMYCHHbIE INEPCOHAJIBHBIC

JaHHbIE, B OTHOIICHHU KOTOPBIX
HEBO3MOYKHO OIPEIACTUTh HMX MPUHAIICHKHOCTD
KOHKPETHOMY (pH3UYIECKOMY JIUILY;

6.6.12 0OIIEeTOCTYTHBIE  TIEPCOHAIBHBIC
JAHHBIE.
6.6.13

NMEPCOHATIBHBIX JaHHBIX CHHUMACTCA B CIy4dasax

Pexum KOH(l)I/II[eHLII/IaIILHOCTI/I

00e3TUYrBaHUs N 1o HCTCUCHHUH

COOTBETCTBYIOILETO CPOKA XPaHEHHS.
6.6.14 IIpaBo

IIEPCOHAJIbHbBIE

HMCHOJIb30BaTh
JJaHHbIE,  pa3MEUICHHbIE B

KOPIIOPATUBHBIX ~HUCTOYHHMKAX MEPCOHAIBHBIX
JaHHBIX, UMEIOT Bce paboTHuku Kommanuu. Ha
pa3MelieHne CBOMX IEePCOHANBHBIX [aHHBIX B
KOPIOPATUBHBIX HCTOYHHMKAaX MEPCOHAIBHBIX
JaHHBIX JOJDKHO OBITh IIOJIy9€HO COTIJIacue
cyObeKkTa MNepCOHAJbHBIX NaHHBIX. PabOTHUKH
JOJDKHBI HMCIOJIBb30BaTh MEPCOHANIBHBIE JIaHHBIE,
pa3MENIcCHHbIE B KOPIOPATHBHBIX HCTOYHHKAX
MEPCOHANBHBIX JAaHHBIX, WCKIIOYUTENBHO IS
LeJaed BBIIOJHEHWS WMH CBOMX TPYIOBBIX
(GyHKUME U He BIpaBe IepenaBaTb UX TPETHUM

JIMIIaM.

YrouneHue " 0J10KUpOBaHME

6.7.1 KommaHust ucxoaut u3 A0OPOCOBECTHOCTH

CyOBEKTOB MEPCOHAIBHBIX JTAHHBIX u
JOCTOBEPHOCTH  CBEJICHHU, TPEJIOCTABICHHBIX
VIMU.

6.7.2 OGpabaThiBacMbIe B Kommanuu

MePCOHAIbHBIC TaHHBIEC TOJDKHBI OBITH TOUHBIMH,
JOCTAaTOYHBIMH M aKTyaJlbHBIMU. [peboBaHme
TOYHOCTH TpeArnojaraer, 4ro CcOoOpaHHBIE H

o0OpabaThiBacMbIe JTAaHHbBIC JIOJKHBI



means that actions and decisions taken by the
Company based on personal data processing
should not be taken on the basis of incomplete
information.

6.7.3 A personal data subject shall be entitled to
require that the Company clarified their personal
data, blocked it or destroyed it, if the personal
data is incomplete, outdated, inaccurate, illegally
obtained or not required for the stated purpose of
processing, as well as took the measures
prescribed by the law to protect their rights .

6.7.4 Personal data blocking shall mean a
temporary measure implying the impossibility of
using personal data when it is stored, used for the
period of checking the availability or absence of
grounds for destruction of such data in connection
with the potential illegality of its processing or for
the period necessary to clarify the processed data
at the request of the personal data subject.

6.7.5 The Company shall take the measures
required to delete or clarify incomplete or
inaccurate data.

6.7.6 In case of confirmation of the fact of
inaccuracy of personal data, the Company shall
specify such personal data within seven (7)
business days after the date of submission of such
information and remove the personal data
blocking on the basis of the information provided
by the personal data subject or their
representative or the body authorized for
protection of rights of personal data subjects or
other necessary documents.

6.8 Extraction and use of personal data

6.8.1 Extraction of personal data is the process of
obtaining structured data from sources of
personal data. Extraction and use of personal data
is hereinafter referred to as the use of personal
data.
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6.8
NePCOHATBbHBIX JAHHBIX

KOMATSU

COOTBCTCTBOBATH HGﬁCTBHTCHBHOCTI/I n HC

TOJDKHBI BBOIUTH B 3a0myxiacHue. TpeOoBaHme
JOCTaTOYHOCTH O3HAyaeT, 4YTo JACHUCTBUA U
pemieHus, KOoTopele npuHuMarTcs Kommanwuei
o

pe3yabpraTaM OOpabOTKH  MEPCOHATBHBIX

JaHHBIX, HE JOJIKHBI IIPUHUMATLCSA Ha

OCHOBaHHH HETIOJIHON HH(OPMALIUH.
6.7.3 CyObeKT TepCOHANBHBIX JaHHBIX BIIPaBE
TpeOGOBAaTh Komnanuu  yTouHEHHUS

NEpCOHATIBHBIX OAHHBIX, UX 6J'IOKI/IpOBaHI/IH nin

oT ero
VHUUYTOXKEGHUSI B Cllydae, €CJHM TIepCOHANbHEIC
JaHHbIE SABISIOTCS HEIMOJHBIMU, yCTapeBLINMH,
HETOYHBIMH, HE3aKOHHO TOJYYECHHBIMH WA HE
SIBJISIFOTCSI HEOOXOJUMBIMH JUTSL 3asIBIICHHOM LIEITH
00paboTKH, a TaKxKe MPUHAMATD
IPeTyCMOTPEHHBIE 3aKOHOM MeEphl 110 3alluTe
CBOHUX IPaB.

6.7.4 brmoxupoBaHWE TEPCOHANBHBIX ITaHHBIX —
3TO  BpEeMEHHas Mepa, MoJpa3yMeBarouiast
HEBO3MOXXHOCTh HCIIOJB30BAHUS EPCOHATBHBIX
JaHHBIX IPU UX COXPAaHHOCTH, IPUMEHseMas Ha
MEPUOJl TPOBEPKH HAIMYUS HMIH OTCYTCTBHS
OCHOBAHUH Ul YHHYTOXXCHUS TaKMX JAHHBIX B
CBSI3M C BO3MOYKHOH HENPaBOMEPHOCTBIO HX
00paboTku MO0 HA TIEPHOJ, HEOOXOMIUMBINA IS
yTOuHeHHst  00pabaTeiBaeMbIX  JaHHBIX IO
3anpocy CyOBEeKTa MepPCOHAIBHBIX TaHHBIX.

6.7.5 KoMmnanusi nppHAUMAeT MEphI 10 yJaJICHUIO
WIH YTOYHEHHWIO HEMOJHBIX WM HETOYHBIX
JTaHHBIX.

6.7.6 B ciydae ¢axra

HCTOYHOCTU IMEPCOHAJIBHBIX JAaHHBIX Kommanus

MOJTBEPKIACHUSA

Ha  OCHOBAaHHUH CBCILCHI/IfI, MpeACTaBJICHHBIX

CYG’BCKTOM IIEPCOHATIBHBIX JaHHBIX MK €ro

MIpeICTaBUTENEM 60 YIIOJIHOMOYEHHBIM
OpraHoM TIO  3amMTe TpaB  CyOBEKTOB
MEePCOHANIBHBIX JTAHHBIX, WA WHBIX
HEOOXOAMMBIX JIOKyMEHTOB YTOUYHSET

nepcoHanbHble JaHHble B TeueHne 7 (Cemm)
paboumMx JHEH CcO JHSA MPEACTaBICHUS TaKHX

CBG,Z[GHI/Iﬁ nu CHUMAcCT 6J'IOKI/IpOBaHI/Ie
MEPCOHATIbHBIX JaHHBIX.
HN3BjeyeHue H HCIOJBb30BaHHUE

6.8.1 M3BneyeHne TmepcOHAJbHBIX OaHHBIX -
nporecc HOJTyYeHHS
CTPYKTYPUPOBAHHBIX IAaHHBIX U3 ~ HCTOYHUKOB
HEePCOHABHBIX  JIAaHHBIX.

HaCTOAIICTO pasacia

Janee mo Tekcry

H3BJICUCHUC n



6.8.2 The use of personal data shall be carried
out taking into consideration the provisions of the
Personal Data Processing and Protection Policy,
which shall apply to the relations related to
personal data with the features established by this
Policy.

6.8.3 Access to personal data within the
Company shall be granted to a limited circle of
persons according to the list of positions of
employees who are entitled to have access to
personal data in accordance with the Order to this
Policy. Personal data shall be used by such
employees for the purpose of performing their
job duties within the powers granted by the
employment contract, job description, power of
attorney, order, or another internal document.

6.8.4 Access of other employees of the Company
to personal data necessary for the purpose of
performing a specific job duty shall be granted by
a separate order of the General Director of the
Company.

6.8.5 Other employees of the Company shall not
have access to personal data without a written
consent of the subject for third parties to
familiarize with their personal data.

6.8.6 All Company Employees shall be entitled
to use personal data located in corporate sources
of personal data. The consent of the personal data
subject must be obtained for placing their
personal data in corporate sources of personal
data. Employees must use personal data located
in corporate sources of personal data solely for
the purpose of fulfilling their job duties and shall
not be entitled to transfer it to third parties.

6.9 Transfer of personal data

6.9.1 Transfer of personal data may be
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KOMATSU

HCIOJIE30BAaHUE MEPCOHATBHBIX JTAHHBIX
HMEHYIOTCSI UCIIOJIb30BAHUEM.

6.8.2 Mcnonp30BaHue TEPCOHAIBHBIX JIAHHBIX
ITOJIOKEHUS

OCYHICCTBIIACTCA C y4ueTOM

«mmonokeHust 00  o0paboTKke W 3almTe
MEPCOHATBHBIX JAaHHBIX», KOTOPOE MPUMEHSIETCS
K OTHOLICHHUSM, CBS3aHHBIM C IEPCOHAIBEHBIMH
JaHHBIMH, C OCOOEHHOCTSIMH, YCTaHOBIICHHBIMU
HACTOSIINM IT0JI0)KEHHEM.

6.8.3 locTyn K mepcoHaIbHBIM JTaHHBIM BHYTPH
Kommanum  ocymiecTBisieTcss  OTpaHHYCHHBIM
KPYrOoM JIMII COTJIACHO MEPEYHIO JOJDKHOCTEH
pabOTHUKOB, UMEIOIIHX JIOCTYI K TIEPCOHALHBIM
JTaHHBIM, B

COOTBCTCTBHHU C HpI/IKa30M K

HACTOSIIIEMY  TOJOXEHUI0.  [lepcoHalbHbIC
JAHHBIC HCTONB3YIOTCS TaKUMH pabOTHUKAMH
JUIS  1[eJiell UCIOJNHEHUS CBOUX  TPYIOBBIX
byHKIMI B

npeaoCTaBICHHBIX

npenenax
TPYAOBBIM

TTOJTHOMOYHH,
JOTOBOPOM,
JIOJDKHOCTHOM MHCTPYKIMEH, JIOBEPEHHOCTHIO,
MPHUKA30M, HHBIM BHYTPEHHUM JJOKYMEHTOM.
6.8.4 JlocTynm K mepcoHaJbHBIM JaHHBIM HHBIX
pabotHnkoB KommaHuy, HEOOXOMUMBIA IS
nesuen
byHKIHH,

pacmnopsKeHHEM

BBITIOJIHEHUS KOHKPETHOM  TPYyAOBOM

othopmitsieTcst OTIEIbHBIM
TeHEpaJIbHOTO0  JAWPEKTOpa
Komnanuu.

6.8.5 Nuple pabornukn Komnanuum He uMEOT
Joctyna K JaHHBIM  0€e3

IHUCBMCHHOI'O

NEPCOHAJIBHBIM
corjacus CY6’B€KTa Ha

O3HAaKOMJICHHME C HUMU TPETHUMU JIMIAMU.

6.8.6 IlpaBo  wWCHOJIB30BATH

JIaHHEBIE,

NepcoHaNIbHbIE
pa3MelleHHbIe B  KOPIIOPATHBHBIX
HMCTOYHUKAX MEPCOHAIBHBIX TaHHBIX, UMEIOT BCE
pabotaukn Kommanmu. Ha pasMemenne cBOHMX
[IEPCOHANBHBIX JaHHBIX B  KOPIOPAaTHBHBIX
WCTOYHUKAX TIEPCOHAJBHBIX JAHHBIX JOJKHO
OBITh MOJTy9EHO

corjiacue CY6’LCKT8.

MEePCOHANBHBIX JIAHHBIX. PaOOTHUKU JOJDKHBI

HCITIOJIb30BaTh MepPCOHATBHBIC JaHHEIE,
pa3MEIICHHbIE B KOPHOPATHUBHBIX HCTOYHHUKAX
MEPCOHANBHBIX NAaHHBIX, WCKIIOYHTENBHO [T
LeJeH BBIMONHEHUS WMH CBOUX TPYJOBBIX
(yHKIMI 1 He BIpaBe NepenaBaTh WX TPETHUM

JINIaM.

6.9 Ilepenava mepcoHANbHBIX JAHHBIX

6.9.1 Ilepenaua mepcoOHANBHBIX JaHHBIX MOXKET



performed in the form of dissemination or
granting access.

6.9.2 The Company shall not take actions to
disseminate personal data to an indefinite number
of persons.

6.9.3 The Company shall be entitled to provide
personal data to competent state authorities in
order to ensure compliance with laws and other
regulatory legal documents, as well as on the
basis of relevant requests.

6.9.4 Information about personal data can be
submitted to a third-party organization only with
the written consent of the personal data subject.

6.9.5 The Company shall be entitled to transfer
personal data of its employees (former
employees) without obtaining a separate consent
to transfer personal data:

to competent state authorities (Inspectorate of
the Federal Tax Service, Social Security Fund,
Pension Fund) in order to submit statutory
statements, information on personal income
tax, information on individual (personified)
accounting), and the necessary information to
the FSS of the Russian Federation; calculation
and payment of taxes, fees and contributions
stipulated by the law of the Russian
Federation for compulsory social security and
pension insurance;

to insurance organizations with which the
Company has concluded an appropriate
contract for the purpose of concluding a
voluntary medical insurance contract or other
types of insurance;

to health-care institutions, in order to protect
life and health, to perform medical
examinations;

to organizations in order to arrange access to
the territory of the Company, ensure security
and safety of property;

to educational institutions, for the purposes of
training, advanced training, improvement of
professional level, obtaining permits and
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KOMATSU

OCYIIECTBIATECSI B (OopMe PacCIpOCTpPaHCHUS,
MPEIOCTABICHHS TOCTYIIA.

6.9.2 KomMmmaHusi He OCYyIIECTBIISIET JCHCTBHIA 110
pacIpoCTpaHCHUIO JTAHHBIX
HEOTPEICICHHOMY KPYTY JIUI.

6.9.3 Komnanus

MEPCOHAIIBHBIX
BIIPaBE PEAOCTABIISAT

[IEPCOHAIIBHBIE JlaHHBIE KOMIIETEHTHBIM
rocyJapCTBEHHBIM

oOecrieyeHnst COOJIIONEHUST 3aKOHOB M HHBIX

opraHam B HEJsIX
HOPMATUBHBIX MpPaBOBBIX aKTOB, a TaKkKe Ha
OCHOBaHUY COOTBETCTBYIOIINX 3aIIPOCOB.

6.9.4 CeneHust 0 NEpCOHANBHBIX JAAHHBIX MOTYT
OBITh TIPEJCTABJICHBl CTOPOHHEH OpraHU3aIMH
TOJABKO C MHCBMEHHOI'O coOrjacus cyOBeKTa
MEPCOHATBHBIX JITAHHBIX.

6.9.5 Kommanuss BmpaBe 0e3  TOJMy4YeHHS
OTAETHHOTO coruacus Ha nepenauy
MePCOHATBHBIX JTAHHBIX nepenaBaTh
MepCOHAJbHBIE JaHHBIE CBOMX pPaOOTHHKOB

(OBIBIINX paOOTHHUKOB):
— KOMIIETEHTHBIM TOCYJapPCTBEHHBIM OpraHam
HaJIOrOBOM

(Mucniexmmst ®enepanabHO

ciyx0bl, POHJ COLMANBHOrO CTPaxOBaHUS,
IIencroHHBII ¢doHp) — B LEJIAX
MIpEICTaBICHUS

3aKOHOJATCJIIbCTBOM OTYCTHOCTH, CBGI[CHPIIZ (0)

YCTaHOBJICHHOM

Hajore Ha JOXOObl (PU3WYECKUX  JIHII,

CBEJEHUHI
(mepcoHnUIIPOBAHHOTO)
HEOOXOJMMBIX  CBCIICHHHA B

WHIUBUIYAIIBHOTO

ydJera),
OCC PO,
WCYUCIICHHUSI W YIUIATBl TIPEIyCMOTPEHHBIX
3aKOHO/aTeNnbcTBOM P® Hajoros, cO0poB u
B3HOCOB Ha 00s3aTeJbHOC COLHUAIBHOE U
MIEHCUOHHOE CTPaXOBaHHUE;
CTpaxOBbIM OpraHu3alusiM,
COOTBETCTBYIOIIHIA

C KOTOpPBIM Yy
Komnanun 3akmtodeH
JOTOBOP — B LEIAX 3aKIIOYEHHA IOroBOpa
JOOPOBOJIBHOTO MEAUIMHCKOTO CTPAaXOBaHMS,
UHBIX BUJIOB CTPaXOBaHUS;

MEIUIMHCKAM  YUIPEKISHUSIM B IEJSX

OXpaHbl KH3HU U 3JI0POBbS, OPTaHU3AINU
MEIUIMHCKAX OCMOTPOB;

OpraHU3alMIM B LIESX OPTaHU3aIMU JOCTyIa
Ha Tepputopuio Kowmmanum, oOecrnedeHms

Oe3omacHOCTH M OOecredeHHs] COXPaHHOCTH

UMYIIECTBA;

— y4eOHBIM OpraHU3alMsIM — B LEJIAX 00yUeHHUs,
HIOBBILICHHS KBaJN (PUKALIIH,
npoeCCHOHAIIBHOTO  YPOBHS,  MOJYYEHUS



admissions;

— to organizations that perform special
assessment of working conditions, in order to
conduct special assessment of working
conditions;

to organizations with which the Company has
concluded an appropriate contract for the
purpose of issuing an electronic signature
necessary for an employee to perform their
job duty;

to organizations with which the Company has
concluded an agreement on rendering of
services for booking and purchasing of tickets,
for the purpose of accommodation and staying
outside the permanent residence location;

to organizations with which the Company has
a contract for rendering of taxi services;

to organizations to which employees are
commanded, for the purpose of sending them
on business trips;

to close relatives, in order to ensure
compliance with laws and other regulatory
legal documents, local regulatory documents
of the Company, receipt of payments and
compensations;

to organizations with which the Company has
concluded relevant agreements for the purpose
of making business cards;

to counterparties with which the Company
concludes and performs contracts, for the
purpose of confirming the powers of the
Company Employees;

to organizations with which the Company has
concluded agreements on car leasing (if the
Company provides its Employee with a car for
official use);

to organizations with which the Company has
concluded agreements on translations.

6.9.6 With that, personal data shall be transferred

in the scope necessary and sufficient for

achievement of the corresponding data transfer

goal.

6.9.7 When transferring the employee’s personal

data, the Company:

— shall not disclose the employee’s personal
data to third parties without a written consent
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pa3peuieHnii U JOMyCKOB;
OpraHU3alMsM, OCYILECTBIISIIOLIIM
CIENMANbHYI0 OLIEHKY YCIOBUH Tpyda — B
LEJAX TPOBEICHUS CIELUAIBHON OLEHKH
yCJIOBUH Tpy[a;

opraHuzanusM, ¢ KoTopeiMu y Kommanuu
3aKIII0YEeH COOTBETCTBYIOLIMH JOTOBOP — B
nesssx oQopMIIeHHsT TEKTPOHHOW TMOJIIHCH,
HEOOXOOMMON pPaOOTHHUKY ISl WCHOJTHEHUS
€ro TpyA0oBOH (YHKIIUH;

opraHuzanusM, c KoTopbiMu y Kommanuu
ycIIyr
OpoHHMpOBaHWE U MPHOOpPETEeHHEe OMIETOB — B

3aKJIIOYEH JIOTOBOP OKa3aHUs Ha
LEJsIX PAa3MELICHNS U NIPOKUBAHUS BHE MECTa
IIOCTOSIHHOTO ITPOKUBAHMS;

opraHm3anusM, ¢ KoTopsiMu y Kommanuu
3aKII0YEH JOTOBOP OKa3aHWs YyCIyr Ha
[IPEIOCTABICHUE TAKCH;

— OpraHuzaiisiM, B  KOTOpble  pabOTHHUK
KOMaHIUpOBaH — B MNCJIKIX HaAIpaBJICHUA B
CITy’KeOHYI0 KOMaHAUPOBKY;

— ONM3KUM  POJCTBEHHHMKAM — B  IEJX

obecnieyeHnss COOIIONEHUs 3aKOHOB M HHBIX
HOPMATHBHBIX ITIPABOBBIX AKTOB, JOKaJIbHBIX
HOPMATHBHBIX akToB KoMmmaHWH, MOTydeHUS
BBIIJIAT U KOMIIEHCALIMIL;

OpI‘aHI/ISaIII/ISIM, C KOTOpBIMI/I y KOMHaHI/II/I
3aKJIFOYEHBI COOTBETCTBYIOIINE JJOTOBOPHI — B
TCJIAX U3TOTOBJICHUS BU3UTHBIX KapTO‘IeK,
Kommanuns

KOHTpAarceHTam, C KOTOPbIMU

3aKTI0YaeT W HCIOJHSET JIOTOBOPHI — IS

nenen HOATBEPKICHUS HOJTHOMOYH I
pabotHukoB KoMnanuu

OpraHm3almsM, ¢ KOoTopeiMH y Kommanum
3aKITFOYCHBI JIOTOBOPBI Ha JIU3UHT
aBTOMOOWIIel (B ciydae, ecim Kommanus
npenocTapiser PaGoTHHKY aBTOMOOWIb B
ciryxe0HO€ TTOITb30BaHMHE);

opraHuszanusiaM, C

KOTOPBIMU  3aKJIIFOYCHBI

JOTOBOPBEI Ha YCIYTH IIO JHUHTBUCTUYCCKUM

HIePEBOIAM.
6.9.6 Ilpuy  3TOM  mEpCOHaIbHBIC  JaHHBIC
mepenaroTcss B 00beMe, HEOOXOJUMOM |
JI0CTaTOYHOM Ut peanuzaimu

COOTBETCTBYIOIICH IIE€JIM TIEPeIadn TaHHBIX.
6.9.7 Ilpu nepenaye NEPCOHATBHBIX JAHHBIX
pabortauka Komnanus:

cooOmraer
paboTHUKA TpeThel

HEC NEPCOHATIBHEBIC JJaHHBIC

CTOpOHE 0e3



from the employee, except the cases when it is
necessary to prevent danger to the employee’s
life and health, as well as in other cases
established by the law of the RF and local
regulatory documents of the Company;

shall not disclose the employee’s personal
data for commercial purposes without their
prior written consent;

shall inform the persons receiving personal
data that this data can only be used for
purposes for which the data is collected and
require a confirmation that this rule is
observed from such persons.

6.9.8 The transfer of information containing
details about personal data of subjects by
telephone, fax, e-mail without written consents of
personal data subjects shall be prohibited.

6.9.9 If it is necessary to perform cross-border
transfer of personal data, the Company shall
receive the consent of the personal data subject to
this.

KOMATSU

NUCbMEHHOTO  cornacus  paboTHHKa, 3a
UCKITIOUCHHUEM CIIy4aes, Korzaa 3TO
HEOOXOOMMO B HENSX NpEeAyNpesKACHUS

YIPO3bl KU3HU W 3I0POBBI0 pabOTHHKA, a
TaKXKe B JAPYTUX CIydasx, [MPEeTyCMOTPEHHBIX
3aKoHOAATEeNbCTBOM P® u  JOKaJbHBIMHU
HOpMaTHUBHBIMHU akTamu Kommnanuw;

cooO1maer

pa60THI/IKa B KOMMCPUYCCKUX LECIAX 0e3 ero

HEC NEpCOHATIBHEBIC JaHHBIC
INHUCBMCHHOI'O COT'JIaCHs;

MpEeAyNPEKIAET
MEPCOHANIbHBIC JaHHbIE PaOOTHHUKA, O TOM,

AL, TIOJTYYarOIIHX
9TO 3TH JAHHBIE MOTYT OBITH HCIOJIB30BAHBI
JHIIb B LEJSX, A1 KOTOPHIX OHM COOOIIEHBI,
M BOpaBe TpeboBaTh OT OJTUX JIHUI]
NOATBEPXKACHUSI TOTO, YTO 3TO TpeOOBaHUE
COOJIIOJIEHO.
6.9.8 Ilepenaua wHpOpManmu, coaepKamieH
CBEJICHUS O MEPCOHAJbHBIX JaHHBIX CYyOBEKTOB,
mo tenedoHy, (axcy, SIEKTpOHHOU Moure Oe3
MUCBMEHHOTO COTJIACHS CyOBEKTOB
MePCOHATIBHBIX JaHHBIX 3aIIPEIaeTCs.
6.9.9 B cnyyae HE0OXOAMMOCTH OCYILECTBICHHUS
TPAaHCTPAHWYHOH  Ilepefadyd  MEepCOHAIBHBIX
naHHbIX KommaHus moiydaeT Ha 3TO coriacue

CyOBEKTa MePCOHANBHBIX JaHHBIX.

6.10
data

Deletion and destruction of personal 6.10 VYaanenme YHUUTOKEHHE

NEPCOHAIBHBIX TAHHbIX

6.10.1 Upon reaching the goal of personal data
processing, the Company shall delete/destroy
personal data within thirty days after the date of
achieving the goal of personal data processing or,
in accordance with the applicable law, transfer it
to archival storage.

6.10.2 The Company must destroy personal data
of subjects (or have it destroyed) in the following
cases:

— upon the submission of the information
confirming that the personal data has been
obtained illegally or is not necessary for the
stated purpose of processing by the personal
data subject (or their representative) — within
seven business days after the date of
submission of such information;

27

6.10.1
MIepCOHANBHBIX HaHHBIX Kommamms ymanset/
YHUYTOXAET MEPCOHANbHBIC NAHHBIE B TEUCHHUE

[To moctwxeHun 1enH 00paOOTKH

TpUAUATA JHEW C JaThl
00paboOTKH  MEPCOHANBHBIX

JOCTHIXKEHHS  IIETU
JaHHBIX 10O,

COTJIACHO JIEHCTBYIOIIEMY 3aKOHOMATEILCTBY,

nepeiacT Ha apXHBHOE XPaHCHHE.

6.10.2

NEepCOHAJIBHBIC

Komnanus o6si3aHa YHHUYTOXHUTH

JTAaHHEIE cyOBekTa (v

00ecreynTs WX YHHUYTOXKEHHE) B CIIEIYFOIINX

CITyJasx:

— TpH MIpeJICTaBIEHUU CyOBeKTOM
HIEPCOHATBHBIX TAQHHBIX (v ero
npeCcTaBUTEIIEM) CBE/ICHHI,
HOATBEPKIAIONINX,  YTO  IE€PCOHAIBHBIC

JAHHBIEC SBJSIOTCS HE3aKOHHO IMOJYYCHHBIMU
WIH HE SBIAIOTCA HEOOXOOUMBIMH  JUIS
3asIBJICHHOW 1€l 00pabOTKM - B TEUYCHHE
ceMH pabounx THEH CO NIHSA TPEICTaBICHUS

TaKHuX CBeHeHHﬁ;



— upon revealing of unlawful personal data
processing, if it is impossible to ensure its
legitimacy — within ten business days after the
date of revealing of unlawful personal data
processing;

upon revocation of the consent to processing
of personal data by the personal data subject,
if its storage is no longer required for the
purposes of personal data processing — within
thirty days after the date of receipt of the
aforementioned revocation.

6.10.3 The aforementioned terms shall apply,
unless otherwise is stipulated by the contract to
which the subject of personal data is the
beneficiary, or the guarantor is not stipulated by
another agreement between the operator and the
personal data subject.

7. PERSONAL DATA PROTECTION IN
THE COMPANY

7.1 General provisions:

7.1.1 Personal data protection is a set of
measures taken by the Company aimed at
preventing violations of access restrictions,
integrity, reliability and confidentiality of
personal data and ensuring the sufficiency of
security of personal data from unlawful use or
loss in the course of the Company’s activities.

7.1.2 Personal data protection shall be ensured
by the Company at its expense.

7.1.3 The premises of the Company shall be
equipped with a video surveillance system and an
access control system. Visitors shall be received
in a specially designated room located at a
considerable distance from the location of
personal data storage and processing.

7.1.4 The Company shall develop and approve
the Personal Data Processing Policy that
establishes the legal basis, basic conditions and
principles, goals and the composition of personal
data processed by the Company.
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— TpH BBISBICHUHM HEMPaBOMEPHOH 00pabOTKH
NEPCOHANBHBIX JAaHHBIX, €CIH HEBO3MOXKHO
o0ecreunTs ee MPaBOMEPHOCTh, - B TEUCHUE
JecsaTd pabouyMx AHEH ¢ JaThl BBIABICHUS
HETNpaBOMEPHOH OOpabOTKH MEPCOHATBHBIX

JIAHHBIX
— mpu  OT3bIBE CYOBEKTOM TIEPCOHATBHBIX
MAHHBIX  coryacus Ha o0paboTKy  ero

HIEPCOHAJIBHBIX JAaHHBIX, €CJIM MX COXPaHCHHE
Oosnee He TpeOyeTcs ais 1eneld oOpabOTKH
HIEPCOHAJIBHBIX JTaHHBIX - B TCUCHUE TPUIIATH

JIHEH ¢ JaTtel TIOCTYIUICHHS YKa3aHHOT'O
OT3bIBA.
6.10.3 VYkazaHHBIE CPOKM MPHMEHSIOTCS,

€CJIM WHOW CPOK HE MPEeIyCMOTPEH JOTOBOPOM,

CTOPOHOH KOTOpOro, BBIrOJOIpUOOpeTaTeIeM

WJIN TOPYYHUTCIIEM, II0 KOTOPOMY ABJIACTCA

CY6’BGKT NEpCOHAJIBHBIX  JAHHBIX WJIHA  HC

NpeaAyCMOTPEH HHBIM  COTJIAIICHUEM  MCXKIY

OIEpaTopoM M  CYOBEKTOM  IE€PCOHAJIBHBIX

JTAaHHBIX.

7. 3AINUTA NEPCOHAJIBHBIX JTAHHBIX

B KOMITAHUHA
7.1 OO01He moI0KeHus:
7.1.1 3amuTa  MEPCOHANBHBIX  JaHHBIX  —

KOMIUIEKC Mep, npuHuMaeMmblx B Kommnanum,
HaIlpaBJICHHBIX Ha MpeXyNpeXIeHIe HapyIIeHUH
OTpaHUYCHHS JIOCTyTIa,

KOH(I)I/I,ZleHLII/IaHLHOCTI/I

IIEJIOCTHOCTH,
JIOCTOBEPHOCTH u
MIEPCOHANBHBIX JIAHHBIX UM 00€CIeUnBaIOIINAN
JOCTATOYHOCTh  0E30MacHOCTH  TMEPCOHATBHBIX

JaHHBIX OT HEIIPABOMEPHOI'O UX HCIIOJIB30BAaHUA

WM yTpaThl B TMpOIECce XO34UCTBEHHOMH
nesitenbHocTH KoMnanuy.

7.1.2 3ammra TIePCOHATLHBIX JTAHHBIX
obecnieunBaetcst Komnanuei 3a ee cuer.

7.1.3 Tomemenuss Kommannu 000pyIOBaHBI
CUCTEMOI BUJICOHAOIIOICHUS, CHUCTEMOM
KOHTpoJisi  jgoctyna. Ilpuem  mocerutenei

OCYHIECTBJISIETCS B CHEIHAIbHO OTBEIACHHOM
MOMEIICHUH, PACMOJIOKEHHOM Ha 3HAYMTEIHHOM
pacCTOSHUM OT MecTa XpaHEHHsS W 00paboTKH
MEPCOHATBHBIX TAHHBIX.

7.1.4 B Komnannu pa3zpaboTaHa W yTBepXkaeHa
[Nonutrka 0OpabOTKM MEPCOHANBHBIX JAHHBIX,
YCTaHABIMBAIONIAsS  IPaBOBBIE  OCHOBAHUS,
OCHOBHBIC YCIIOBHSI U TIPUHIIMITBI, I[ETA U COCTaB

oOpabaTeiBaeMblXx B KoMIaHMM TepCOHAIBHBIX



7.1.5 The Personal Data Processing Policy shall
be posted at corporate web-site and available for
review by stakeholders.

7.1.6 The Company shall appoint the person in
charge for arrangement of personal data
processing by order of the General Director of the
Company.

7.1.7 To determine the list of persons entitled to
access personal data.

7.1.8 The right to access personal data shall be
granted to employees of the Company on the
basis of the General Director’s order.

7.1.9 The list of persons who have been granted
access to personal data shall be limited to
employees whose job duties require access to
personal data.

7.1.10 Employees shall get access only to those
personal data, access to which is necessary for
them to fulfill their job duties.

7.1.11Personal data processing in the Company
shall be performed on the basis of the applicable
law of the Russian Federation, local regulatory
documents of the Company and the consent of the
subjects to processing of their personal data.

7.1.12Use of technical protection means:

— the Company shall ensure safety of personal
data tokens;

— the Company has implemented the role-based
access to personal data, according to which
each employee of the Company is assigned a
login, i.e., the name under which such
employee accesses and processes personal
data, and a personal password that is regularly
changed by the employee independently;

— determination of specific access rights in
relation to each employee who has been
granted the right to access personal data shall
be necessary and sufficient for such employee
to perform their job duties.

— the Company uses protection against
unauthorized access to information and
personal data through anti-virus protection
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JaHHBIX.
7.1.5 Tlomutika  0OpaOOTKH  MEePCOHABHBIX
JAHHBIX pa3MellcHa Ha KOPIOPAaTHBHOM U
JOCTYITHA 1T 03HAKOMJICHHS
3aWHTEPECOBAHHBIM JIUIAM

716 B

OTBCTCTBCHHOC

Kommanun Ha3HAYCHO JIMLIO,
3a opraHuzamuilo 00paboTKu
MEPCOHATBHBIX JAHHBIX MPUKa30M I'€HEPaJbHOTO
nupekropa Komnanuu.

7.1.7 OnpeneneH mnepevyeHb JUL, HMEIOMNX
MPABO JIOCTYTIA K IEPCOHATBHBIM JTaHHBIM

7.1.8 IlpaBo mocTyna K MEepCOHAIBHBIM JAaHHBIM
npenocraensiercs paborHukam Kommannu Ha
OCHOBaHHUH MIPHUKa3a FeHEPATBbHOTO UPEKTOPA.
7.1.9 TlepeyeHp JuIl, KOTOPBIM IPEIAOCTABJICH
JOCTYH K II€PCOHAJBHBIM IaHHBIM, OIpaHHYEH
paboTHUKaMH, TpPyIOBble (YHKIMH KOTOPBIX
TpeOYIOT JOCTyIa K IEPCOHATBHBIM JAHHBIM.
7.1.10 PaGoTHMKM  TOMYYalOT  OCTYII
TOJIBKO K TEM II€PCOHAJIBHBIM JaHHBIM, JOCTYI K
KOTOpBIM HEO00XOAWMM JJsl HCIONHEHUS HMH
CBOUX TPY/IOBBIX 00s13aHHOCTEH.

7.1.11

B Kommanum OCYIIECTBIIACTCA Ha OCHOBAaHUUN

O0paboTKa NepCOHANBHBIX JTaHHBIX
JEHCTBYIOLLIETO 3aKOHO/IATEIHCTBA PO,
JIOKaJbHBIX HOPMATHUBHBIX aKkTOB KommaHuu wu
cormacuii  CyOBEKTOB  Ha
MEPCOHANIBHBIX TaHHBIX.

7.1.12

CpCACTB 3aIUTHI:

00paboTKy  HX

Hcnonr3oBanue TEXHUYECKUX

— B Kommanum obecneuuBaercsi COXpPaHHOCTb
HOCHUTEJIeH NepCOHAIBHBIX JaHHBIX;

— B Kommanum peann3oBaH poiieBOM AOCTYI K
NEPCOHANBHBIM JAHHBIM, B COOTBETCTBHH C
KOTOPBIM KaXJoMy paboTHuKy Kommanuu
IPUCBOEH JIOTUH — UM, TI0J KOTOPBIM TaKOH
PpaboOTHHUK OCYIIECTBIISICT JIOCTYTI K

NEPCOHANBHBIM JaHHBIM U UX 00paloTKy, M

JUYHBIA Napojb, PETYISAPHO HU3MEHSIEMbIN
PabOTHUKOM CaMOCTOSITEIIBHO;

— OmpelelieHne KOHKPETHBIX IIpaB JOCTyMa
OPUMEHHUTENIBHO K KaXIOMy pabOTHUKY,
KOTOpPOMY IpPENOCTABIEHO MPaBO JOCTyHa K
IEPCOHANBHBIM JAaHHBIM, HEOOXOAUMBIX M
JOCTaTOYHBIX sl ~ WCHOJHEHUS  TaKUM
PpabOTHUKOM CBOUX TPYIOBBIX (YHKIIHIA;

— KOMITaHUS

HCIOJIB3YCT 3aIUTy oT

HECAaHKIIMOHUPOBAHHOT'O JOCTyTIIa K

I/IH(l)OpMaLII/II/I U TCPCOHAJIBHBIM  JTaHHBIM



tools.

— the intra-facility regime has been established
in accordance with which the access control
and management system has been organized
in the territory of the Company and the office.

— the access regime has been established in
accordance with which unauthorized access of
third parties to the territory of the Company is
prevented.

— there is a video surveillance system, the
arrangement of which is established by local
regulatory documents applicable with the
Company.

— other measures have been takes as stipulated
by the law of the Russian Federation and local
regulatory documents of the Company.

8. INTERNAL SUPERVISION OVER
CONFORMITY OF PERSONAL DATA
PROCESSING TO THE ESTABLISHED

REQUIREMENTS

8.1 The Company  exercises internal
supervision over the conformity of personal data
processing to the requirements of Federal Law
No0.152-®3 of 27.07.2006 “On Personal Data”,
normative legal acts adopted in accordance with it,
the requirements for personal data protection, the
Company’s policy regarding personal data
processing, local documents of the Company
regulating relations in the field of personal data
processing (hereinafter referred to as the “internal
conformity supervision”).

8.2 The purposes of the internal conformity
supervision shall be assessment of compliance with
the requirements in the field of personal data
processing established by the law of the Russian
Federation and local regulatory documents of the
Company; identification and prevention of
violations in the field of personal data processing.

8.3 The internal conformity supervision shall
be performed in the form of audit.

8.4 The audit shall be performed by a
commission to ensure the security of personal data
(hereinafter referred to as the Commission) of at
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IIOCPEACTBOM AHTUBHUPYCHBIX CPEACTB
3aILMTHI,

— YCTaHOBJIEH BHYTPHOOBEKTOBBIM pEXUM, B
COOTBETCTBMM C KOTOPBIM OpraHM30BaHa

CHUCTEMa KOHTPOJI U YIPABIEHUSA JOCTYIIOM

Ha Tepputopun Kommannu u oduca

— YCTaHOBJIEH  NpPOMYCKHOM  pexum, B
COOTBETCTBHM C KOTOPBIM  HCKIIIOYAETCS
HECaHKLMOHUPOBAHHBIN JOCTYIl Ha

TeppuToputo Komnanuu TpeTbux Jaul,

— Bemercs BUJIEOHAOIIIOICHHE, MOPSIIOK

opraHu3anuu KOTOpOTO YCTaHOBJICH

JIOKAJIbHBIMH HOPMAaTHBHBIMU aKTamu,
nerctByromuMy B Kommanuu,
— HHBIC

MEpBI, peayCMOTPEHHBIE

3aKOHOJIATEIILCTBOM PO, JIOKQJIbHBIMU

HOPMAaTHBHBIMH aKTaMH Komrmaaun.

8. BHYTPEHHUI KOHTPO.1b
COOTBETCTBHUA OBPABOTKH
HEPCOHAJIBHBIX JTAHHBIX
YCTAHOBJIEHHBIM TPEBOBAHUAM

8.1

KOHTPOJTb

Kommanust  ocymiecTBisieT BHYTPEHHHUM

COOTBETCTBUS 00paboTKH
NePCOHATBHBIX JaHHBIX DenepansbHOMY 3aKOHY OT
27.07.2006 Ne 152-®3 «O

JAAaHHBIX», NPUHATBIM B COOTBCTCTBMHU C HUM

MEPCOHAIBHBIX

HOPMATHUBHLIM IPABOBLIM aKTaM, TpGGOBaHI/I}IM K
3a1IUTEC TNEPCOHAIIBHBIX JaHHBIX,

Kommanumu B OTHOIICHNHA

MOJIUTHKE
00paboTku
NEPCOHATIBHBIX JIOKAJIbHBIM aKTaM
PETrYJIUPYOLIM

00paboOTKH  MEPCOHATBHBIX

JIAHHBIX,
Kommnanuy, OTHOILLIEHHUS B
obnactu JaHHBIX
(manee — BHYTPEHHUH KOHTPOJb COOTBETCTRHS).

8.2

COOTBCTCTBUA  ABJIACTCA  OLICHKA

Lensmu BHYTPEHHETO KOHTPOJIA
BBITIOJTHECHHS
TpeOOBaHUI B 00J1aCTH 00paOOTKH MEPCOHATBHBIX
JTAHHBIX, YCTAHOBJIICHHBIX 3aKOHOAATEILCTBOM PO
U JIOKaJbHBIMU

HOPMAaTHBHBIMHA aKTaMH

Kommanuu; BbISIBICHHE U MPEIOTBpalieHUE
HapyleHuid B o0sacT 0OpabOTKU MEepCOHAIBHBIX
JIAHHBIX.

8.3
MPOBOJUTCS B OPME MMPOBEPKH.

8.4 IIpoBepka TPOBOIUTCS KOMHCCHEH T10

00ecCIIeYeHUIO

BHyTpeHHUII  KOHTpONb  COOTBETCTBUS

0€30MacHOCTH  TIEPCOHAIBHBIX

nmaHHBIX (mamee — Kommuccus) He MeHee, 4eM W3



least three people (the chairman and members of
the commission), the personnel of which shall be
approved by an order.
8.5 The audit
unscheduled.

8.6 Scheduled audit shall be performed at least
once every two years.

8.7 Unscheduled audit shall be performed in
case of violations of the personal data processing
procedure or upon receipt of a complaint from a
personal data subject.

may be scheduled and

8.8 Internal supervision stages:

8.8.1 Preparation for the audit.

the commission determines the objects of
supervision  (processes, structural units,
information  systems, etc.), areas of
verification, the list of parameters supervised,
the audit duration.

8.8.2 Performance of audit.

8.8.3 The audit shall be held in the form of:
direct inspection of personal data processing
locations,

examination and analysis of processes for
working with personal data;
examination and analysis of
systems;

surveying of employees in charge of personal
data processing.

8.8.4 The audit shall be performed within a
period of not more than seven (7) business days.
8.8.5 Registration of audit results.

In the course of the audit, the data obtained
shall be compared to the list of supervised
parameters and one of the following two
decisions shall be made:

on conformity of the personal data processing
procedure to the established requirements;

information

on non-conformity of the personal data
processing procedure to the established
requirements.

The fact of the audit and its results shall be
recorded in the Statement.

8.8.6 Taking measures on the basis of audit
results.

In case of revealing of conformity of the personal
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TpeX YeNoBeK (TpeacenaTeNb U WieHb KOMUCCHN),
MEePCOHANIBHBIA COCTaB KOTOPOW yTBEpXkKIAaeTCA

MPUKA30M.
8.5 IIpoBepka MoOkeT OBITH TUIAHOBOW U
BHETLIAaHOBOM.

8.6 [TnanoBasi mpoBepKa MPOBOAUTCS HE pexe
OJTHOTO pa3a B JiBa roja.

8.7 BHeruiaHoBasi TpoBepka TMPOBOAWTCS B

ClIydyae  BBIBICHUS  HapylIEHHH  IOpsAKa
00pabOTKH MEepCOHANBHBIX JaHHBIX OO Mo (akTy
MTOJTYYCHHUST KOOl CYOBEeKTa TIEPCOHATBHBIX

JaHHBIX.

8.8 Dranel
KOHTPOJIA:

OCyIIeCTBJICHUSA BHYTPEHHEI 0

8.8.1 IloxmroroBka K MpoBeIEHUIO IPOBEPKH
— KOMHCCHUSl ONpeaessieT OOBEKTHl KOHTPOJIS

CTPYKTYpHBIE
WH(POPMAIOHHBIE CHCTEMBI U T.II.), 00IacTH

(poriecch, MoIpa3IeNIcH s,

HPOBEPKH, HepeyeHb KOHTPOJIbHBIX
napameTpoB, CPOK MPOBEICHHUS IPOBEPKH.

8.8.2 TIpoBeneHue mpoBepKy.

8.8.3 IlpoBepka mpoBoautcs B hopme:

HETIOCPEACTBEHHOTO ocMoTpa
00pabOoTKH NMepCOHATBHBIX JaHHBIX,

MECCT

WCCIIeIOBAaHUSI U aHAJIM3a MPOIECCOB pabOoThI
C TIePCOHATIBHBIMH JIAHHBIMH,

— HCCIeI0OBaHMs u aHam3a paboTsr
WH(OPMAITMOHHBIX CHCTEM,
— ompoca  pabOTHUKOB,  OCYIIECTBIISIONIUX

00pabOTKy MEepCOHANBHBIX JaHHBIX.
8.8.4 TIposepka mpoBomuTCS B CPOK He Ooiee 7
(cemmn) paboumx AHEH.
8.8.5 Odopmiienue pe3ynbTaToB MPOBEPKH:
— B XOJI¢ NPOBEACHHS MPOBEPKH, MOJTYyUYCHHBIC
JIAHHBIC,  COIMOCTABJISIOTCS C  IMEPEUYHEM
KOHTPOJIBHBIX NTAPaMETPOB U BEIHOCHUTCS OJTHO

U3 JIByX PELICHUI:

O  COOTBETCTBHH  TIOpsAAKa  0OpabOTKH
NEPCOHANBHBIX  JAHHBIX  YCTAHOBJICHHBIM
TpeOOBAHUM;
O HECOOTBETCTBUHM IOpAAKa 0OpabOTKH
NEPCOHANBHBIX  JIAHHBIX  YCTAHOBJICHHBIM
TpeOOBaHUSIM.

®dakT TpOBEJCHUS W PE3YNBTaThl MPOBEPKU
¢bukcupyrorcs B AKre.

8.8.6 IlpunsaTHE Mep 1O pe3ynbTaTaM MPOBEPKH.
B ciydae coorBeTcTBHsS mOpsiaKa 00pabOTKH
MEePCOHATBHBIX

JaHHBIX YCTaHOBJICHHBIM



data processing procedure to the established
requirements, the audit shall be completed.

In case of revealing of non-conformity of the
personal data processing procedure to the
established requirements, the Commission shall
develop a set of measures to eliminate
inconsistencies, bring them to attention of the
persons in charge and set the deadline for
elimination of inconsistencies within five (5)
business days.

8.8.7 Verification of
eliminate inconsistencies:
on expiration of the deadline for elimination
of inconsistencies set by the Commission, the
latter  shall  perform verification of
compliance;

in case of taking measures to eliminate
inconsistencies and establish conformity of
the personal data processing procedure to the
established requirements, the audit shall be
completed,;

In case of non-taking measures to eliminate
inconsistencies, the Commission shall be
entitled to set a new deadline or make a
proposal to bring to justice those responsible
for violating the personal data processing
procedure.

taking measures to

LIABILITY FOR VIOLATION OF THE
NORMS THAT REGULATE PERSONAL
DATA PROCESSING

9.1 Liability for disclosure of the information
related to the employee’s personal data.

9.2 Person violating the regulation for the
receiving, processing and protecting employees’
personal data shall be the subject for disciplinary
and material liability in accordance with the
procedure established by the Labor Code of the RF
and other federal laws, as well as for disciplinary,
administrative, civil or criminal liability in
accordance with the procedure established by
federal laws.

9.3 The Company shall be entitled to apply
such types of disciplinary sanctions as a remark, a
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TpeOOBaHUSIM MPOBEPKA 3aBEPIIACTCS.

B cmydae HecooTBeTCTBHS TOpsaKa 0OpabOTKH
MEPCOHATBHBIX JAHHBIX YCTaHOBJICHHBIM
tpeboBanmsiMm Kommccuss B cpok 5 (Ilsats)
pabounx mHel pa3pabaThiBaeT KOMILJIEKC MEp I10
YCTPaHEHHWIO HECOOTBETCTBUH, JOBOJUT HX JIO
CBEJICHHSI OTBETCTBEHHBIX JIUI] ¥ Ha3HAYaET CPOK
yCTpaHEHHS.

8.8.7 Ilposepka VCTIOJTHEHHUS Mep o
YCTPaHEHHIO HECOOTBETCTBUIA:
- 1o UCTCUCHHUHN Cpoka yCTpaHEeHUs

HCCOOTBCTCTBHﬁ, Ha3HA4YCHHOI'O KOMI/ICCI/Ieﬁ,
MIOCICAHSASA IPOBOJMUT IIPOBEPKY MCIIOJIHCHUA,

B ClIy4dYac€ HUCIOJHCHUA MEP IO YCTPaHCHUIO
HECOOTBETCTBHII M COOTBETCTBHHU nopsaaka

00paboTKH MEePCOHATBHBIX JIAHHBIX
YCTaHOBJICHHBIM  TpeOOBaHHUAM  IPOBEPKa
3aBepllaeTcs,;

B CJIy4da€ HCUCIOJHCHUA MCP 110 YCTPAHCHUIO

HECOOTBETCTBUI Komuccns BIIPaBe

HAa3HAYNTb HOBBIA CpOK JHOO BHECTH

MMPEAJIOKECHUC 0 IIPUBJICUCHUU K

OTBCTCTBCHHOCTH JINII, BHHOBHBIX

nopsaaka

B
HapylLIeHUN 00paboTKH

IMNEPCOHAIBHBIX TaHHBIX.

9. OTBETCTBEHHOCTbD 3A HAPYUIEHUE
HOPM, PEI'YJINPYIOIIUX OBPABOTKY
HEPCOHAJUIBHBIX JAHHBIX

9.1 OTBETCTBEHHOCTb 3a pasriaiieHue
WHpOpPMAILlMK, CBS3aHHOW C  TEPCOHAIBHBIMU
TMAaHHBIMHU paOOTHHKA

9.2 Jluna, BHHOBHBIE B HapyIIeHUH

MOJIOKEHUH 3akoHomareinbcTBa P® B oOmactu
MEPCOHANIBHBIX JaHHBIX npu obpaboTke
HepCOHaHbHHX JaHHBIX, MOI‘YT 6BITB HpI/IBJIe‘IeHBI

K JTUCUUTLTMHAPHOU Hu MaTepHabHON
OTBETCTBEHHOCTH B TMOPSAKE, YCTAaHOBICHHOM
TpynoBeiMm KOIEKCOM PO u UHBIMA
denepanbHBIMM ~ 3aKOHaMH, a  TaKkKe K

aIMUHUCTPATUBHOM, T'pa)KJaHCKO-TIPABOBOM HWJIU

YTOJIOBHOW  OTBETCTBEHHOCTH B  TOPAIKE,
YCTaHOBJICHHOM (eiepaIbHBIMU 3aKOHAMH.
9.3

JUCHUIIIIMHAPHBIX B3BICKAaHHWI Kak 3aMCYaHucC,

Kommanus BIpPaBC NPUMCHUTH TAKHUC BU/IbI



reprimand, a dismissal according to paragraph c of
Clause 6 of Part 1 of Article 81 of the Labor Code
of the RF (Disclosure of a Secret Protected by the

Law, Including Personal Data of Another
Employee).
94 Providing false documents by the employee

shall be the ground for making disciplinary action
up to termination of the employment contract.

95 The full material liability of the employee
lies in their obligation to compensate for the direct
actual damage caused to the employer in full.

10. FINAL STATEMENTS

10.1  The Policy is obligatory for all employees
of the Company.

10.2  Employees and their representatives must
be familiarized against signature with documents
establishing  personal data protection and
employees’ rights and obligations in this regard.
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BBITOBOp, YBOJIbHEHHE IO MIl. «B» M. 6 4. 1 cT. 81
TK PO (pasrnmamenue oXpaHSIEMOH 3aKOHOM
TallHBl, B TOM YHCJE IEPCOHAIBHBIX JAHHBIX

JIPyroro pabOTHHKA).

9.4
JOKYMEHTOB

[Ipencrarnenre paOOTHUKOM TTOJTOXKHBIX

SABIIACTCA OCHOBAaHHEM JJIA
BBIHECCHUA NUCHUIIJIMHAPHOTO B3bICKAHUA BIIJIOTH
J0 YBOJIbHCHUS.

9.5

paboTHHKA

Ilonnas MaTepualibHasi OTBCTCTBCHHOCTH

COCTOMT B €ro 0O0siI3aHHOCTH
BO3MEIIATh MPUYMHEHHBIN Pa0d0TOIATEII0 IPSIMO

JIEHCTBUTENBHBIN yIIepO B ITOJIHOM pa3Mmepe.

10. BAKVIIOYUTEJIBHBIE MOJOKEHUS

10.1  TIlonoxenne 00sA3aTENHHO K O3HAKOMIIEHHIO
Ut Bcex paboTHuKoB Kommanuwy.
10.2  PaboTHUKM W UX MPEACTABUTEIN JOJDKHBI

OBITh O3HAKOMIICHBI noA pacnucKy ¢ JOKyMCHTaMH

OopraHusanuu, YCTaHaBJIWBAIOIMMHU ImopaaoK
00paboTKH TTepCOHANTBHBIX MAHHBIX PAOOTHHKOB, a
Takke 00 WX IpaBaXx M OOSI3aHHOCTSAX B 3TOM

o0JacTH.



